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Abstract

The question of terrorism is becoming a principal problem
which influences social safety. Terrorist acts are aimed at fright-
ening people and destabilisation of normal functioning of the
state. Terrorists are trying to achieve this goal by bombing
civilians and public utility facilities including transport system
facilities. One of the elements of a transport system is its in-
frastructure consisting of roads, railways and bridge facilities.
This last element encompasses for example bridges, viaducts,
flyovers and culverts. Taking into account the fact that bridge
facilities are extremely sensitive to terrorist attacks, the authors
of this article decided to focus on them in this study. The work
presents an original method of damage risk assessment in en-
gineering facilities in the aspect of potential terrorist attacks.
The method is based on two selected multi-criteria optimisation
methods. The subject of analyses were four selected bridge fa-
cilities. The results of the conducted research and analyses were
risk assessments of selected bridges. An advantage of the pre-
sented solution is the possibility to justify the adopted hierarchy
of decision variants. Using the proposed method one can obtain
specific numerical values. They can be used in further analyses
conducted on a wider scale and to build a hierarchized database
of facilities prone to terrorist attacks.
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1 Introduction

In normative documents related to crisis situations used in the
European Union, a notion of critical infrastructure is used. Crit-
ical infrastructure encompasses systems and functional objects
related to each other which are a part of these systems, including
construction facilities, equipment installations, key services in
the security of the state and its citizens as well as effective oper-
ation of public administration and institutions and entrepreneur-
ship entities [43].

Critical infrastructure comprises e.g. a transport system,
which is responsible for relocation of loads between station-
ary network elements and logistic systems, such as production
plants, warehouses and retail points [25]. One of the elements
of the transport system is its infrastructure comprising mainly
three basic groups, i.e. roads for all transport branches, trans-
port points and auxiliary equipment used for direct service of
roads and transport points [16]]. Bridge facilities are always an
element of roads and railways. They encompass various types of
bridges, viaducts, flyovers, footbridges and culverts. The facili-
ties which are extremely sensitive to terrorist attacks are bridges,
this is why they are the subject of this article.

Thus it seems that the development of a quantitative method
of risk assessment of a bridge facilities damage will have a util-
itarian character because its result will be precious information
located on risk maps [43]. A measurable result of the conducted
research will be determination of guidelines for the risk assess-
ment of a bridge facilities damage in any selected area of a coun-
try [31/4].

Susceptibility of a given bridge facility to terrorist attacks can
be analysed from the perspective of the sensitivity of a given
construction to intentional human activity or its significance for
the operation of the transport system in a given area of a country
[10]. The first approach is supported by American bridge facili-
ties specialists [26}/42], it is based on the knowledge of technical
properties of elements in a given construction. This knowledge
allows to define weak points in a bridge facility construction and
protect them from possible terrorist attacks. The other approach
involves assessment of the consequences of a given bridge fa-
cility damage, however, this should be a part of the duties of all
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institutions managing transport infrastructure [3,/4].

However, unfortunately both approaches are also used by ter-
rorists. They look for weak points in bridge facilities construc-
tion to damage them easily and at the same time they look for
facilities whose damage will result in the most serious distur-
bance of the operation of the existing transport infrastructure in
a given area of a country and will involve the biggest media cov-
erage [10].

There are numerous scientific centres dealing with the prob-
lems related to bridge facilities design. However, in Poland there
is no centre which would conduct research on risk assessment
damaging such facilities, with particular consideration for threat
conditions such as terrorist attacks. Thus it seems that an addi-
tional study of this problem should raise the interest of the sci-
entific environment and organisations responsible for citizens’
security.

2 Risk assessment methods of a bridge facilities dam-

age

The notion of risk in primary sources is understood and de-
fined in a number of ways. Risk is a generally known term and
is frequently used by both practitioners and and theoreticians in
various areas of human activity. However, similarly to planning,
the definition and the way of understanding risk are different. It
seems that a descriptive understanding of risk prevails over its
quantitative interpretation [30}31].

In practice the notion of risk is understood and defined in vari-
ous ways. It is understood in a different way by economists who
usually focus only on financial aspects and by engineers who
refer the issue of risk to machine operation or manufacturing
processes disruptions. For example soldiers assess risk related
to task performance and policemen treat the notion of risk as a
threat to a potential citizen. For ordinary employees risk is often
associated with losing work. For this reason it is necessary to
develop a clear definition of risk [31].

Regan Sean [29] defines risk as “a probable loss or damage of
something or somebody’s harm as a result the occurrence of a
threat”. In his opinion risk is frequently defined as the product of
identified factors or events and their influence on a given project
A. H. Willet [36] defines risk as “a phenomenon which is objec-
tively correlated with subjective uncertainty related to the occur-
rence of an undesirable event”. Another definition was formed
by F. H. Knight [17] considered the classicist of the risk theory
and the creator of the measurable and unmeasurable theory. He
claims that “risk is measurable uncertainty and sensu stricte un-
certainty is unmeasurable uncertainty “ [17]. On the other hand
J. Pfeffer [21] defined risk as “a combination of hazard measured
with probability while uncertainty is measured with the level of
belief”.

Natural uncertainty or natural risk is generated by an indepen-
dent fortuitous event and a natural risk is generated by a fortu-
itous event related to natural, internal, fortuitous characteristics
of physical, chemical, biological, technical, technological, or-

ganizational and economic phenomena connected with a given
project which are hard to reduce [12]. Model uncertainty and
model risk mean risk or uncertainty related to a formal descrip-
tion of engineering and construction projects using models, in
the same conditions as the conditions in which fortuitous event
occur [12]. Statistical uncertainty or statistical risk directly de-
pends on used statistical methods. Selection of appropriate for-
tuitous events and a large number performed tests allow to partly
eliminate these phenomena [12].

The conducted short analysis shows that the notion of risk
is understood and defined in many various ways. It can be as-
sumed even this fact determine the need to examine the issue
of risk. Finally in this article for the needs of identification and
quantification of risk related to transport infrastructure damage
in the aspect of terrorist attacks the following formula was pro-
posed (Eq. (T)).

In the proposed formula, risk R; of terrorist attack occurrence
at i bridge facility in a given area of a country is calculated as
the product probability p; of the occurrence of this attack and
consequences ¢; resulting from destruction of a particular facil-
ity divided by the sum of products s for all n of the analysed
bridges [4]:

_ P
Ri= B, @
where
s= Z (pici), )

||
-

1
assuming that the value of probability p; and consequences ¢;
is a number in the range < 0;1 >.
Assuming also that the sum of probability p of destructing all
bridges equals [4]:

p=D,pi=1 ©)
i=1

and the sum of consequences c of their destruction is:

o

1
-

ci=1, (@)
1
risk R of damage of n bridge facilities in the analysed area of

a country equals:

R:ZRizl. (5)

The subject of analyses presented in the article were selected
bridges located near Wroctaw (Poland — Central Europe). Un-
usual applications of two selected methods of multicritera opti-
misation were used to calculate probability p; and consequence
ci. An advantage of the presented analyses is the fact that the
adopted hierarchy of decision variants can be explained scientif-
ically in a simple way, there is no need to refer to one’s knowl-
edge, experience and intuition.
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In primary sources numerous methods of multicritera opti-
misation were presented, they could be used to solve the issue
discussed in this article. Authors of numerous works presented
both classifications and comparisons of these methods [8]/15],
this is why this work does not present this information. Ac-
cording to the authors there are two characteristics which had
decisive influence on the selection of these optimisation meth-
ods. The first one is the type of variables (linguistic or numer-
ical ones) and the other one was simplicity and clarity of this
method.

The type of variables used in the analyses was selected based
on criteria adopted by the authors to calculate both probability p;
and consequences ¢;. In the case of unmeasurable factors (lin-
guistic variables) the method of Analytical Hierarchy Process
(AHP) was used, while in the case measurable factors (numer-
ical variables) the Bellinger method was used. Simplicity and
clarity of a given method is very important because it directly
influences the will to use this method in engineering practice.
Even the best method will not be used by engineers in their ev-
eryday professional practice if it is too complex and not very
clear. Thus from the point of view of practical applications it
will be a “dead” or redundant method.

In this article the method of Analytical Hierarchy Process
(AHP) was used to assess the probability of a damage to bridges,
whereas the Bellinger method was used to assess the conse-
quences of their damage. The authors are interested only dam-
age to the bridge spans and supports connected with a terrorist
attacks.

3 Assessment of probability of a bridge facility damage

in the aspect of terrorist attacks

3.1 Theoretical fundamentals of the AHP method

The AHP method was developed and described by T. L. Saaty
[27,/28]. An extensive and clear description of this method can
be found also in A. Ostrega’s work [20], where the theoretical
fundamentals of its application in practical engineering prob-
lems are also presented. The procedure of the AHP method
was also used by M. Hastak and S. Aury [7] in the development
of the ICRAM method. In this article the authors present only
the most important theoretical assumptions of the AHP method
[5,[14./20,[24,35].

By definition the method should facilitate making optimum
choices in cases of multicriteria optimisation, and thanks to this
reduce them to a series of paired comparisons. This allows to
make a numerical measure of validity of the analysed elements
[20].

All elements in the decision problem make a hierarchical
structure. Thanks to such structure it is possible to focus on
a relatively small number of elements at each level. However,
the number of elements at a given level should not exceed 7 + 2,
because otherwise an inconsequence of comparison could result
[20].

Due to the fact that the basis of this method is a pairwise com-

parison of each element against one another so standard assess-
ment scales are generally useless. Because of this a 9-point eval-
uation scale was introduced. Comparing two elements with each
other it is possible to establish which of them is preferred and to
what extent [24].

In the case of comparisons between elements which do not
have measurable character, the so called linguistic approach is
used. Then the linguistic variable adopts verbal expressions as
its values, they are also limited to a 9-point preference scale [20].

To evaluate elements at particular level of the analysed struc-
ture a comparison matrix is created (formula 6), whose order is
equal to the number of compared elements [20]:

ap=1 ap an
-1
A= ady = a 1 ... dop ’ (6)
1
a.n]_ = a_ln 1 vee a.mn
where: A - square matrix containing elements

a;j(i, j=1,2,...,n), which are governed by the following
principles [20]:

1 ifajj = z thenaj = %,z #0

2 if criterion C; is equivalent to criterion Cj, then ajj=1 and
aji=1, and in particular a;; =1 fori = j.

Matrix A performs the following property: a&; > 0, ajj; =
aijivi,j =12 ..n
All elements of the analysed model are ordered according to
the significance of eigenvector W = wy, ..., Wy, i.e. the higher
the value of a eigenvectorW, the more significant is a given ele-
ment. To calculate eigenvectorW it is necessary to first normal-
ize matrix A (create matrix B) by dividing each of its elements
by a sum of elements in the column in which it is located [20]:
byj = 0
2, aij
i=1

Next average values w; are defined for each row of a new ma-
trix B [20]:

Wi = 5 (8)

where i, j=1,....nwith 3 w; = 1.

In this way the eigenveclitl)r W is created, it expresses the
evaluation of analysed criteria and variants with regard for the
adopted paramount goal. The components of the eigenvector W
define the degree to which the lower level elements maintain the
property defined at a higher level [20].

A comparison of particular criteria and analysed variants is
conducted by defining the degree of preference of one element
over the other. It is done by experts on the basis of their, un-
fortunately, subjective opinions. Regardless of the fact that they
have the required knowledge in a given area, they may also make
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mistakes in allocation of marks. This results mainly from lack
of consequence in assessment. In the AHP method results cred-
ibility is checked by calculation of the consistency index CI and
the consistency ratio CR. To eliminate any discrepancies also
the so called consistency ratio CR is calculated according to the
dependence [20]:
Cl
CR = mlOO%, 9)
where RI is random index, which depends on matrix order
n, while CI is a consistency index determined from dependence
[20]:

ci = U =)
(n-1)
where Amayx iS the largest eigenvalue of a matrix, it is always
greater than or equal to the matric order n.

The approximate largest eigenvalue of a matrix Anmax can be
calculated as the value of a sum of averaged in rows products of
normalised values of weights and column sums corresponding
with particular criteria, which can expressed as follows [5}[14]:

i=1 =1

(10)

(11)

The rule of logical consistency used in the AHP method is
very important. It was assumed that the value of the consistency
ratio CR should not exceed 10%. If it takes higher values, the
values of dominance degree of one element over the other, al-
located during a pairwise comparison of these elements, should
be analysed [20].

Presently a lot of variants of the AHP methods have been pro-
posed. Among them there are also variants based on the fuzzy
concepts [2,[9/18l[39]. These papers present a method for deci-
sion making under uncertainty. Yang X. et al. [38] also pre-
sented comparison of AHP and fuzzy AHP methods. Fuzzy
methods allow better use of specialists’ experience. For the au-
thors the purpose was to create a simple enough method that
would be easy to apply in practice, especially for soldiers. For
this reason the work does not include the fuzzy concepts.

3.2 Criteria taken into account during the probability as-

sessment of a bridge facility damage.

In the determination of the probability of a damage to bridges,
it was assumed that it is a value defining one’s expectations of
a possible occurrence of a given event, in this case a terrorist
attack. Thus the value is used to determine the possibility of
occurrence of a given event and it takes values of <0;1>. It
was also assumed that the sum of these numbers (i.e. the to-
tal value for all analysed bridge facilities) is always equal to
unity. Because probability determination based only on sub-
jective premises and feelings may not be useful in engineering
practice, it was necessary to define the method of determination
of this probability [3].

Taking into account the assumption that the sum of probabil-
ity p of destruction of bridge facilities in a given area should be
equal to unity, i.e. only one bridge facility will be destructed,
and the fact that it is always easier to compare only two variants
with each other, particularly that their hierarchy is expressed in
linguistic variants, the AHP method was used to define this prob-
ability. It was assumed that the probability of a bridge facility
damage was equal to the coefficient of a given variant obtained
using the AHP method, in this case the variants are all bridge
facilities located in a given area (territory). Analysing the possi-
bilities of conducting a terrorist attack on bridge facilities, it was
found out that the assessment criteria of probability of damaging
such facilities included first of all its localisation and possibility
of destructing (damaging) its load-bearing structure. The au-
thors of this study have proposed the adoption of five criteria in
the evaluation of probability of a bridge facility damage [3].

In the case of bridge facility location, one should take into ac-
count aspect as possibility of protection and defence of a given
facility, which is usually related to its distance from a city cen-
tre. The first adopted criterion is object security (criterion CP1).
It can be assumed that facilities located rather far from a city
centre will not be monitored or protected, hence the probabil-
ity of e.g. earlier mining such a bridge is higher. The second
adopted criterion is traffic volume on the bridge (criterion CP2),
which is directly related to quality class of the road. When it
comes to traffic volume, it seems obvious that a terrorist attack
on a bridge is associated with paralysis of communication in the
adjacent area of the country, seems a more interesting and more
important target for potential terrorists [3].

Details related to the construction of a bridge facility should
be analysed taking into account a few aspects, e.g. construction
of pillars and spans as well as the type of material used to make
them. The next adopted criterion is the length of the analysed
span (criterion CP3). In the case of bridges with spans longer
than 30 m, it is enough to destruct only these spans, in any other
case not only spans but also indirect pillars [41].

The material which was used to construct bridges should also
be taken into account. These is a four adopted criterion (crite-
rion CP4). It was assumed that it was easier to destruct wooden
bridges, next stone bridges, concrete, reinforced concrete and
steel bridges are the last ones. This results from the fact that steel
bridges usually have many more pillar construction elements in
comparison with more massive concrete bridges or reinforced
steel ones. Generally steel is rather plastic material. In case of
equal type of cracks steel is safer than brittle materials, such as
for example glass or concrete. The fatigue cracks in structural
steel propagate more slowly [3].

The last adopted criterion is construction of a bridge (crite-
rion CP5). Analysing only the construction of a bridge one
should note that usually suspension bridges and cable-stayed
bridges are the most prone to terrorist attacks, next truss and
girder bridges (with a small number of girders), at the end of the
list there are arch and beam bridges [3].
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4 Assessment of consequences of a bridge facility

damage in the aspect of terrorist attacks

4.1 Theoretical basis of the Bellinger method

The Bellinger method was used to assess consequences of
transport infrastructure damage, it takes its name from the name
of its creator Bernhard Belliner ([1] for research work [19]).
It is one of the methods used in multicriteria analysis, it puts
elements in order on the basis of the value of combined eval-
uation determined from a collection of adopted partial criteria
[61132[33,/37].

The Bellinger method bases on making decision variant as-
sessment in reference to all criteria comparable, which leads to
their subsequent aggregation [32]. Thus for each analysed eval-
uation criterion of an available decision variant one should es-
tablish the most and the least desired state. Next it is necessary
to establish if a given criterion is a stimulant or a destimulant
of a given decision variant. It is assumed that the difference be-
tween states expresses the whole route from one state to another.
That is why for each available decision variant evaluation is de-
termined as a fraction of this route in reference to each criterion.
It is assumed that a sub-optimum variant is the variant for which
the total route is the longest, i.e. the analysed decision variant
receives the highest evaluation [37].

A detailed algorithm used in the Bellinger method encom-
passes eight stages [6]. Calculations are started with definition
of requirements and restrictions of the future hypothetical vari-
ants of solutions for the analysed problem. Next decision vari-
ants available in a given situation, the adopted evaluation cri-
teria, measurement units and the desired direction of changes
within a given criterion are defined (the so called stimulants and
destimulants). Another element which has to be defined is the
top and bottom limit of changes for the analysed partial criteria.
After this stage, the hierarchy of particular criteria is established
by defining weights attributed to the adopted evaluation crite-
ria. Next a matrix containing the real values of analysed criteria
with regard to particular variants is created. At the next stage,
the numbers from the table of the earlier stage are presented
as a percentage of the route from the least to the most desired
state, next the received numbers are multiplied by the earlier
adopted weights. At the end of these calculations, on the basis
of summed evaluations attributed to particular variants, the best
variant is established taking into account all analysed criteria
[6].

The presented process of evaluation of decision variants us-
ing the Bellinger method can be described by dependencies
(Egs. (12) - (I5)) presented below. The distance between the top
and bottom boundary of a set of values of the j—th criterion val-
ues of decision variants Aj is defined from a dependence [32]:

Aj = |sup X —inf X, (12)

where sup_X is the top boundary of a set of admitted values
of the j—th criterion, while inf_X is the bottom boundary of a

set of admitted values of the j—th criterion values.

The evaluation of the i-th decision variant on the basis of the
j-th criterion of evaluation oy;; is defined for [32]:

- stimulant:

X =X
Oxij = %}X' - 100%, (13)
- destimulant:
inf _X —x;
0 = % - 100%, (14)

where X; is a numerical value allocated by an analyst for the
i-th decision variant, e.g. the length of a bridge span, etc.

The final evaluation of a decision variant is determined on the
basis of dependency (15), where the weight of a given criterion
or the preference of a decision maker are taken into account [32]:

m
Oy = Z W;Oyijs
-1

where O, is the evaluation of the i-th decision variant, while
wj is the weight of the j—th evaluation criterion (decision
maker’s preference) by a value in the range < 0,1 >.

(15)

4.2 Criteria taken into account in the evaluation of conse-

guences of a bridge facility damage.

Obijectivity of the conducted analyses always depends on the
adopted criteria. Due to the fact that bridge facilities are special
structures characterised by differentiated constructions, criteria
adopted in calculation of their damage risk can be different ev-
ery time. However, one should be aware that if the number of
criteria is too big, it will make conducting the subjective analy-
ses significantly more difficult, and simultaneously will increase
the “objectivity” of the obtained only to small extent. The au-
thors of this study have proposed the adoption of five criteria in
the evaluation of consequences of a bridge facility damage [4].

The first adopted criterion is the length of a span (criterion
CC1). It was assumed that the longer a span, the bigger the
consequences of its destruction, because reconstruction of an
analysed facility is related to time and significant costs. The
number of lanes on a bridge was the second criterion (criterion
CC2). It was assumed that the number of lanes on a bridge has
direct influence on destruction consequences. It is related to
the fact that in the case of one-way bridges (with a single lane)
temporary reconstruction is much easier and faster than in the
case of spans with a few lanes [4].

Next the number of indirect pillars was taken into account
(criterion CC3). In the case of bridges with indirect pillars there
is a risk of their destruction which entails additional time and
costs related to their possible reconstruction. One of the most
important criteria certainly was traffic volume (criterion CC4).
It is expressed in the number of vehicles passing a span in a
24-hour period, it is also assumed that with the increase in traf-
fic volume on a span, consequences of its destruction are more
onerous [4].
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Fig. 1. Views of bridges (Photographed by A. Duchaczek)
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Fig. 2. The value of the: a) probability p;, b) consequence c; and c) risk R;, of damage of selected bridges

Occurrence of an alternative passage, expressed in percent-
age was the five criterion (criterion CC5). It was proposed to
adopt 0% value in the case of a lack of an alternative passage
and when there is a passage meeting ideal technical conditions
for the original facility, its assumed value is 100%. It is justified
by the fact that a possibility to use an alternative detour of a wa-
ter or terrain obstacle significantly decreases consequences of a
damage of the original bridge facility [4].

5 An example of risk evaluation of a bridge facility dam-

age with consideration for terrorist attacks

The goal of the authors practical presentation of the proposed
method of determination of risk of a bridge facility damage
without any reference to a particular part of the country, this
is why the selected bridges vary in construction type and loca-
tion. In the work four bridges (V1-V4) located near Wroctaw

(Poland, Central Europe) were analysed. The selected bridges
met the requirements of the assumed characteristics (Fig[I).

First of all it was necessary to assess the probability of dam-
aging the selected bridge facilities. Table [I] presents data (pa-
rameters) of the selected bridges used in the analysis of their
damage probability. The analysis of probability of damaging
bridge facilities was conducted on the basis of five criteria, such
as: object security (CP1), traffic volume (CP2), maximum span
length (CP3), construction material (CP4) and span construction
(CP5).

Table [Z] presents criteria weights adopted in the analysis and
received using the AHP method. The comparison of five cri-
teria has been conducted by defining the degree of preference
of one criterion over the other (matrix A created according to
the formula 6). All calculations were performed according to
the formulas described in section 3.1 of this article. Subjective
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Tab. 1. Data of the selected bridges used in the analysis of their damage probability and damage consequences [40]

Bridge name (Variant)

Assessment criterion

Bolestawa Wiadystawa

Swojczycki . . Grunwaldzki
Krzywoustego Sikorskiego
(V1) (vV2) (V3) (V4)
The parameters used in the analysis of their damage probability (linguistic variables)
Object security (CP1) Poor Good Good Very good
Traffic volume (CP2) Low Very high High Very high
Maximum span length (CP3) Long Short Long Very long
Construction material (CP4) Reinforced concrete Reinforced concrete Steel Steel
Span construction (CP5) Arch Beam Truss Suspended
The parameters used in the analysis of their damage consequences (numerical variables)
Maximum span length
(cc) 48 21 46.5 112.5
(m)
Number of lanes on
) (CC2) 2 4 2 4
the bridge
Number of indirect
. (CC3) 3 2 1 0
pillars
Traffic volume *
) (CC4) 10000 30000 20000 30000
(vehicle/day)
Alternative passage
(CCb5) 60 10 80 70

(%)

* The data in Tablerelated to traffic volume (CC5) are only rough estimates.

Tab. 2. Criterion weights adopted in the analysis

Number of criteria

Specification Weight value w;
CP1 cP2 CP3 CP4 CP5
Object security CP1 1.00 0.60 0.80 5.00 0.80 0.20
Traffic volume CcP2 1.67 1.00 1.00 6.00 0.80 0.26
Maximum span
CP3 1.25 1.00 1.00 3.00 0.90 0.22
length
Construction
) CP4 0.20 0.17 0.33 1.00 0.25 0.06
material
Span
CP5 1.25 1.25 1.11 4.00 1.00 0.26

construction

Consistency Index CI = 0.02; Consistency Ratio CR = 2.19%

evaluation expressed in priority value showed that traffic volume
(CP2) and span construction (CP5) will have the biggest influ-
ence on construction security.

Table [3] presents evaluations of particular variants (bridge
types) according to the criterion CP1 (object security). The
comparison of four variants (bridges) has been conducted by
defining the degree of preference of one variant over the other
(matrix A created according to the formula (8)). Also in this
case, all calculations were performed according to the formulas
described in section 3.1 of this article.

Table[]presents summary of all evaluations of particular vari-
ants (bridge types) according to all (five) adopted criteria (CP1-
CP5). In this case Table [4]also presents priority values for each
analysed variant. Table [4] presents only the final results of the
conducted analyses. A detailed calculation procedure of proba-
bility of damage to bridges for the similar example (six objects
and six criteria) was described by Duchaczek and Skorupka in
earlier work [3].

The Table 4 and Fig [Za present also the obtained final calcu-
lation results, i.e. values of the AHP index. The calculations ex-
plicitly showed that the facility in the case of which there is the
highest probability of a terrorist attack is Grunwaldzki Bridge
(V4), next Bolestawa Krzywoustego Bridge (V2).

Analysing the consistency ratio CR values presented in Ta-
ble[5it can be concluded that assessments of particular solutions
were very coherent because the consistency ratio CR value was
much lower than 10%.

Next consequences of damaging selected bridge facilities
were analysed. The work presents possible applications of the
Bellinger method in consequences assessment of these bridge
facilities. The analysis of consequences of damaging bridge fa-
cilities was conducted on the basis of five criteria, such as: span
length (CC1), number of lanes on a bridge (CC2), number of
indirect pillars (CC3), traffic volume (CC4) and alternative pas-
sage occurrence (CC5). The data in Table [I] related to traffic
volume (CC5) are only rough estimates (Table [I).
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Tab. 3. Evaluation of bridges according to criterion CP1 (object security)

Bridge name (Variant) V1 v2 V3 V4 Priority (CP1)
Bolestawa
Vi 1.00 4.00 4.00 8.00 0.59
Chrobrego
Bolestawa
V2 0.25 1.00 1.00 4.00 0.18
Krzywoustego
Wiadystawa
) ) V3 0.25 1.00 1.00 4.00 0.18
Sikorskiego
Grunwaldzki V4 0.13 0.25 0.25 1.00 0.05

Consistency Index Cl = 0.03; Consistency Ratio CR = 3.49%

Tab. 4. Assessment of particular variants according to five criteria and the obtained values of weight coefficients

Priority value for particular criteria

Bridge name (Variant) AHP index
CP1 cpP2 CP3 CP4 CP5
Swojczycki Vi 0.59 0.06 0.11 0.40 0.16 0.22
Bolestaw
V2 0.18 0.44 0.08 0.40 0.21 0.25
Krzywousty
Wiadystaw
) ) V3 0.18 0.13 0.30 0.10 0.27 0.21
Sikorski
Grunwaldzki V4 0.05 0.37 0.51 0.10 0.36 0.32

Tab. 5. Results credibility is checked by calculation

Number of criteria

Parameter
CP1 cP2 CP3 CP4 CP5
Consistency Index Cl 0.03 0.02 0.01 0.00 0.00
Consistency Ratio CR [%)] 3.49 2.32 0.86 0.00 0.19

Tab. 6. The desired change of numerical values for particular criteria

Number of criteria

Specification

CC1 cc2 CC3 cc4 CC5
Desired criterion
) 112.5 4 3 30000 10
value (stimulant)
Undesired criterion
) 21 2 0 10000 80
value (destimulant)
Weight value of
0.25 0.20 0.15 0.25 0.15

particular criteria

Tab. 7. Results of risk assessment calculations for selected bridge facilities damage

’ . . . ) Damage risk of a bridge
Variant (bridge) Joint assessment 0; Consequence Cj Probability pi(AHP index)

facility R;
Vi 26.66 0.14 0.22 0.12
V2 70.00 0.36 0.25 0.34
V3 24.47 0.13 0.21 0.10
V4 72.14 0.37 0.32 0.44
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Simultaneously a desired direction of numerical changes was
adopted for particular criteria, it is presented in Table[6] In the
analysed example the top and bottom change boundary for par-
ticular criteria were equal to equal extreme values of particular
criteria. Table [6] presents also weights accepted for particular
criteria.

Table[7] presents the determined joint assessments o; obtained
as a result of calculations for the analysed case. The conducted
analysis shows that from the point of view of decision maker’s
preferences (weights’ values) and the adopted criteria, the high-
est joint assessment o; was given to Grunwaldzki Bridge (V4).

This article presents only the final results of the conducted
analyses. A detailed calculation procedure of consequences of
damage to bridges for the similar example (six objects and seven
criteria) was described by Duchaczek and Skorupka in earlier
work [4].

Taking into account the fact that it was assumed that conse-
quence c; of a damage of particular bridges was a value in the
range <0; 1>, thus the obtained values of the joint assessment
0; had to be appropriately modified. The determination of con-
sequence c¢; for particular bridges was conducted using the fol-
lowing expression [4]:

0
O_W’
where O, is the sum of all joint assessments 0;, calculated as:

Ci = (16)

an

During the analysis of the data presented in Table[7|and Fig[Zb
it was found out that after the conducted calculations the Grun-
waldzki Bridge (V4) certainly still has the highest value of con-
sequence. This means that in the assumed boundary conditions
a damage of this bridge would cause the most serious conse-
quences for inhabitants of the analysed area of a country.

The Table [7] and Fig [Zc present also risk calculations re-
sults for selected bridge facilities conducted using dependencies
(Eq. (@) and (Eq. (2)). Analysing the results presented in Fig[Zc
it was found out that the highest damage risk was related to vari-
ant V4, i.e. Grunwaldzki Bridge. The conducted analyses indi-
cated that this bridge is much more exposed to terrorist attacks
than Bolestawa Krzywoustego Bridge (V2), however, the dam-
age risk of the other bridge facilities (V1 i V3) is even several
times lower.

Currently the presented results and the results of earlier cal-
culations [3,/4] explicitly showed that the value of risk of the
damage to bridge R; depends on the number of analyzed bridges
and the number of the adopted criteria.

6 Conclusions

The use of the described method will make it possible to
quantify risk of bridge facilities damage in the aspect of poten-
tial terrorist attacks. The AHP method was used in the proce-
dure of risk assessment (to assess the probability of occurrence

of a terrorist attack) and the Bellinger method (to assess conse-
quences of a bridge facility damage). This approach to the prob-
lem certainly does not exclude entirely subjective expert assess-
ments, however, it significantly facilitates their task. The most
important advantage of the analyses presented in this work is
the fact that the adopted decision can be explained in a scien-
tific way and not only referred to somebody’s knowledge and
experience.

The example presented in this article showed the possibility
to use multi-criteria optimisation methods to solve the subjec-
tive problem. However, objectivity of the conducted analyses
depends on the quantity and “quality” of adopted criteria, which
means that it depends on the knowledge of the person conduct-
ing analyses. Bridge facilities have various constructions and
due to this accepting a fixed and limited number of criteria tak-
ing into account their construction is practically impossible. Un-
doubtedly too many criteria will make it difficult to conduct
analyses and will limit them to a narrow group of experts, at
the same time it will not guarantee “better” results.

The authors realize that the issue discussed in this paper does
not cover all aspects risk assessment of bridge facilities in the
aspect of potential terrorist attacks, however, undoubtedly it a
continuation and interesting elaboration of subjects discussed in
scientific centres all over the world.

The presented method of risk assessment of bridge facilities
in the aspects of terrorist attacks, based on the AHP method and
the Bellinger method, can be used also in widely understood
civil engineering [11,[13]/22},[23] and civil engineering logistics
[34].
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