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Abstract

There are a lot of routing protocols that minimize the total latency of the network. These have the
drawback of causing too high latency for some traffic. The goal of this paper is to suggest an approach
that takes into account not only the total latency but also the greatest latency in the network. Providers
of voice, video or other real-time services should use a routing method that guarantees a routing path
with minimal SLA (service level agreement) via the entire network for each customer. The cost base
routing selection method that this paper suggests, tries to increase the minimum SLA in the entire
network. The goal is to create a cheaper transport network with higher SLA without more passive
network capacity.
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1. Introduction

Service providers used to build and support separate networks to carry mission-
critical and non-mission-critical voice and video traffic. There is a growing trend,
however, toward the convergence of all these types of networks into a single, packet-
based IP network.

Almost every routing protocol uses some kind of SPF (Shortest Path First)
algorithm. SPF depends on the philosophy of the routing protocol. The metrics of
difference between the paths is their cost. It can be hop based, bandwidth based,
administrative cost based or other kind. This metrics of links can be additive,
multiplicative or can use the minimum or maximum on a path.

Routing is a major problem since the new, intelligent systems make it possible
to use multiple alternative paths simultaneously. Our aim is to minimize the latency-
based characteristics of these networks, that is, minimizing the cost. We have to
face the same problems in case of fixed and mobile networks.

The questions are: Is there an ideal solution? And if there is one, is there
only one good solution? [1, 2]
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The problems with the routing that minimizes total latency and the routing
with the traffic at Nash equilibrium is already known. We suggest a solution which
result a routing between these.

In section 2 we describe our abstraction, the subject of section 3 is game
theory in routing problems. In section 4 we review the used routing protocols, the
cost of the routing and the probability variables belonging to the paths, finally in
the last section we draw the conclusions.

2. Assumptions and Model Abstraction

Our aim is to construct an abstract network, which allows us to test and compare
the routing algorithms. In this case we may neglect the inter-router administrative
communication and performance problem of routers’ CPU. We analyze QoS, we
are interested in traffic that we can characterize as traffic flows with fixed bandwidth
requirements.

The QoS requirements can be described by maximum latency (d,,) and band-
width claim () on a given path p.

Thus, in a closed network, where there are R routers that route all the traffic
in the network, each amount of traffic that runs on p; , originated from R, and goes
to R;. The network topology can be described by graph G(V, E). || V| = R, points
in the graph represent routers in the network, E denotes the edge set in the network
[2, 3].

2.1. Simplification

In this scenario the memory and processor resources are regarded as infinite. The
inter-router communication does not result traffic overhead in the network.

Fig. 1. Network with 6 routers.
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Number of edges in graph:
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Cases where traffic flows travel through the same router multiple times are not
accepted in this scenario. In this case, the number of links between two routers is
maximum R — 1. Maximum k paths can exist between two routers:

_(R=2)
(R — 2—n)

Mﬁ:

2)

n=0

The quality of link [ (/ € E)) depends on the maximum bandwidth B’ and the latency
d'. The quality of each path (p € P) depends on the maximum bandwidth B, and
latency d,. The parameters of path p depend on the parameters of those links (/)
that are part of path p [4, 5].

B, = B',
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2.2. Latency and Bandwidth

The latency of a link depends on several different technical parameters as the finite
speed of signal depending on the medium and the distance. In this case this latency
is irrelevant.

The speed and the load indicate the relevant latency. In practice this means,
that each output interface has a waiting queue. The length of this waiting queue
depends on data speed that arrived in the queue and line speed. The latency depends
on the length of this queue (see Fig. 2).

Taking the reciprocal of the bit speed gives the amount of time needed to
transport one single bit. Each bit must be transported. Thus, the whole time is
proportional to the summarized amount of each bit from each source:

I
L 2ibi

The latency of link [ is d’, supposing 1/B! is bit-time. We summarize bandwidth
claims over all traffic on the link /, b! is the the needed bandwidth of the ith traffic
on the link /. Since packets arrive onto output interface at random as Poisson-
distribution, the time of transmission depends on the product of the amount of
arrived data and bit speed.
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Fig. 2. Waiting queue on output interface.

The d,, is the latency of the whole path. Calculation of the whole path latency
does not depend on the constant latency of non-traffic load. Thus, the path latency
is the sum of the whole links latency along the path:

b
g, =y =0 ©)

lep

In this case we summarize the load of traffic that travels from different sources to
different destinations, because one link can be a part of different paths. The latency
of the link depends on the traffic that travels through the link. Where there is no
connection between two routers, B, ;) = 0. We use two parameters of traffic flow,
max d; and min b;.

All the possible paths between two routers are part of a set P. Each p path is
a set of links.

P=(p' p* ..., p"), (7)
pr= 0, ). (8)
By that, p* C E, where dy = Zle,;k d' <d; and B = min;¢ B! > b;.

The number of possible paths between two routers is:

R-2 R_2
Pl = _R-2 €))
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Thus, from the || P|| pieces of paths those are suitable which connect routers r and
s and satisfy criterion of maximum latency ¢; and minimum bandwidth b;.

The Customer’s goal is to minimize traffic latency. The path latency in the
traffic originator source router, thus the latency of traffic transport depends on
bandwidth of the path and the bit-rate of traffic; we can easily get the optimal
solution for local cost. But possibly it is not the optimal path for the whole network.

The question is: If we have n traffic flows in the network, how can we arrange
traffic so that produces lowest SC (Social Cost). This value means the state that
realizes the minimal social cost that is the best possible cost in multi-path network.

- 2 by,
k i
SCW.F)= Y [Tﬁ?%§§: = (10)
k=1 lep
The H" is a set of whole combination of path set’s elements of n traffic (from P'
to P" and each P! = ( p’i, pé, el p,’;)). Thus, we analyze each combination of
possible paths of each traffic. (If we use the previously defined abstract network
then each traffic flow has k possible paths. Thus, k" combination exist.) The
number of traffic flows is n, W is the set of traffic flows and F is the set of traffic
share rate. In W there are n pieces of traffic flows (wy, wo, ..., w,). Each traffic
flow has its own source router, destination router, bandwidth, and maximum latency
parameters. The bandwidth claim of the traffic w; is denoted by b,,, [6, 7].

The F set determines the selection of probability of paths between source and
destination routers ( f1, fa, ..., fu). Thus, each path can transport the traffic flow
with different probabilities. In the case if we have several traffic flows between two
routers, the F set determines the rate of load sharing on the paths between these
routers. Using a ’simple’ routing protocol that cannot support load sharing, we can
use only one independent path on traffic flow quantity. Thus, one f value equals
to 1, each other selection probability is 0.

In each relation all the possible path combinations are analyzed, all combina-
tion probabilities are multiplied with the maximum latency of traffic flows in this
combination, we get the social cost of this traffic set and routing method.

Of course, one f;” value only differs from 0 when the path suits the require-
ments of the traffic, i.e., there is enough bandwidth.

If we have R routers in a full-meshed network, and we distinguish directions
then p.p) # Pb.a)> Wa.b) 7 Wb.e)- In this case, the number of paths among routers
is:

= (R-2
1Pl =@®R-1DRY K2 (an
n=0

~ (R—2—n)

|| Pl is the possible number of paths among R routers including O capacity paths.
There is an important difference between the standard social cost calculation
method and our solution. Usually they try to minimize the sum of latency. This
is the optimal routing. We try to minimize latency of the slowest traffic flow. We
think that it is a very important parameter in a service provider network, because
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they have uniform traffic flow that use paths in same condition, for example voice,
video and other real-time traffic flow. In this approach, the service quality is the
quality of the worst traffic flow.

3. Game Theory in Routing Problems

How can we apply game theory for this problem? The players are the units of
traffic or equivalently the users belonging to them. They can decide which path
they choose, so their strategy set is the set of the paths. The payoffs are inversely
proportional to the latency. This is a non-cooperative game.

The most important equilibrium conception of game theory is the Nash equi-
librium. A Nash equilibrium is an array of strategies, one for each player, so that
no player has an incentive (in terms of improving his own payoffs) to deviate from
his part of the strategy array.

3.1. Flows at Nash Equilibrium

The traffic on the different routes form a flow on the network. A flow is said to be
in Nash equilibrium (or is a Nash flow) if no user can change its route in order to
improve its latency. Nash flows always exist and are essentially unique, i.e., every
Nash flow has the same total latency (we get it by summarizing the product of the
latency and the amount of traffic on every link).

If one of the paths of the Nash flow has a positive amount of traffic then its
latency can not be greater than the latency of any other path in the Nash flow. In
a Nash flow the product of the latency and the amount of traffic is equal on every
path, provided that the traffic has arbitrary small units (we assume that there are lot
of users and each of them controls a negligible fraction of the overall traffic).

Since there can be such a flow in which no user can improve its latency by
changing its route but it can improve the latency of others, the Nash flows are
not always optimal considering the total latency. For this there is a very simple
example with one source and one destination node and two links between them.
Let the latency of the first link be 1 independently from the traffic, and let the latency
on the second link be the same as the amount of traffic on the edge. We have to
send one unit of traffic from the source to the destination node. The optimal flow
would be that in which half unit of traffic is on both edge (so the total latency is
0.5-0.540.5-1 = 0.75), but the whole traffic is on the first link in the Nash flow,
so the total latency is 1.

Braess gives a simple example on a network, in which giving a new path
to the network increases the cost (the sum of latencies) in the Nash flow. This
phenomenon is called Braess paradox [4, 8, 9].
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3.2. Nash Flows and Optimal Flows

The following statements are known about the relationship between the Nash flow
and the optimal flow. The total latency of a Nash flow is at most 4/3 times as much
as that of the optimal flow, if the latency is a linear function of the amount of traffic
on every link. This constraint is tight as proven by the example is section 3.1. As
can be seen, network topology does not play an important role as the 4/3 ratio can
appear in a network containing two links. If we assume that latency is only a non-
negative, continuous and nondecreasing function of the traffic, then this ratio can
be arbitrary large. For example if there are two links between the source and the
destination, and the latency on the first link is the kth power of the traffic, the latency
of the second link is 1 independently from the amount of traffic, then the cost of
the Nash flow is 1 as the whole traffic is on the first link. Though, the flow could
have arbitrary small cost if 1 — ¢ unit of traffic is on the first link and ¢ on the other,
where ¢ is a small positive number. A network with two links shows again that the
complexity of the network plays no role. For almost any class of allowable latency
functions, worst-case Nash/optimal ratio can be realized on a two-link network.
The total latency incurred by a flow at Nash equilibrium is at most that of optimal
flow forced to route twice as much traffic [4].

Optimal flow minimizes the total latency but it can be unfair to some traffic,
i.e., some traffic might suffer a greater latency in the optimal flow than the Nash flow
[8]. Let us suppose, that there are two links between the source and destination, the
latency of the first is 2(1 — €) and the latency of the other is the same as the amount
of traffic on the edge. At Nash equilibrium all traffic is on the second link, so total
latency is 1. In the optimal flow ¢ units of traffic use the first link, 1 — & units of
traffic use the second, the total latency is 1 — 2. As can be seen, the total latency of
the Nash flow is greater but the latency of all traffic is 1 while in the optimal flow
the latency of the traffic sent for the sake of optimality to the first link is 2 — 2¢.

Let us assume that the amount of traffic (x) and the latency depending on
the amount of traffic (d;(x)) is convex on every link. The partial derivative of this
with respect to the amount of traffic is 9/9x(x d;(x)) which we call marginal cost
function. A flow is optimal if it is Nash equilibrium in the same network with the
same amount of total traffic if the latency is the marginal cost function [2, 8, 10, 11].

4. The Decision Mechanism of the Routing Protocols Used Today (from QoS
Point of View)

Nowadays, dynamic routing protocols try to find the shortest path, providing the
widest bandwidth or some others are based on a subjective cost. These mechanisms
tend to overrate a route or section of routes and make its characteristics worse with
the exaggerated traffic directed to it. There are QoS-based routing protocols that
select more paths in an ad-hoc manner and do not take the interdependence of the
traffic into account.
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4.1. Cost of Routing

Let be n data flows in the network. These data flows are represented by the
(wyq, wy, ..., w,) elements of the set W. We assume hereafter that for every w; and
l

max b, < mlin B', (12)
1

where w; € W and [ € E and b, is the bandwidth claim of w;. This means that the
needed bandwidth of every traffic is smaller than the bandwidth of any link. More
different type of traffic can only cause problematic situation. A data flow can only
be constrained to use another path by the bandwidth of another data flow.

If we have a w(, ) that is a traffic from s to ¢ then it determines a P** subset of
P which have pfs”), pés’t), ..., p") elements. These are paths suitable to convey
the traffic. So this set contains all the paths from s to ¢ which have the demanded
bandwidth. Every p)(f’t) determines an L?*©-") set, those elements (I}, [, . . ., lis.ty)

are the links between the routers. L”x!) is a subset of the set of the edges, E.
LD C E. (13)

If two w traffic flows have different destination or source node then they have differ-
ent P set and cannot have the same path in their sets. Two different paths however,
may have common links (/). The traffic w; and w, cause a traffic congestion if
bu, + by, > B' on the link /. The aim of the routing protocols is to bypass this
problem.

Letus accept that a routing protocol can be determined by a function that yields
the F decision set (f7 is usually 1 or O in the simple routing protocols) from the
information known about the network (set E and {B'} ). More sophisticated routing
protocols can take into consideration the congestion of the paths, so indirectly also
the congestion represented by the set W. So the W traffic set determines a traffic
set containing w-s. A set P™ corresponding to the traffic control is determined by
w;. The elements of the set P* are (p,", p5', ..., pyi). So the elements of the set
LP» have w; congestion. This has an effect on the sets P*’ belonging to w traffic
and on the F decision set. That routing protocol works most efficiently that can
assign the p*’-s to the w-s so that the SC value will be as small as possible (see

Eq.(10)).

4.2. Selecting Paths with Probability Variables

As we explained in the previous sections, the SC value represent the cost belonging
to the traffic we want to convey, and the routing protocol depends on two factors.
First is the maximal latency belonging to the paths combinations, the second is the
probability of selecting the combination. The sum of the factors of these determines
the collective cost. The maximal latency of the paths depends on how the selected
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combination of paths divides the traffic on the links. If it offers the shortest path
to every traffic (SPF) then the latency of the sections will be high because of the
congestion. If it adds too many links to the paths then the summarized latency of
the links will be too large [6].

4.2.1. Best Variation

The question is, in which case one and only one good solution exists. We get
variations by selecting one path from every set of paths belonging to w; traffic. A
simple protocol (SPF) finds only one path suitable, and it refuses all the others. The
values of f will be 0 or 1. The factor of the f values will be 1, so different from 0
only when it is the combination that contains the paths, which were considered to
be the best by the protocol.

In this case the decision is influenced by such events that are determined by
the structure of the paths and the position of the sources and destinations, so the
structure of the network. There is no probability event that has an influence on it,
not even the timing of the traffic.

4.2.2. More Candidate Paths

We can talk about more paths in the case when the dynamic routing protocol gives a
vote of confidence for not only a single path for some reason. For example when the
selection of paths can be changed with the link-congestion (QoS-based routing). So
the timing of the traffic from the set W can result different path-selections. There
is a possibility to divide the traffic into more paths. In this case the value of f-s can
be between 0 and 1 depending on with what probability it will assign the paths to
the w; traffic belonging to the set of paths (in which ratio it divides the traffic).

4.3. The Value of the Selections
4.3.1. Direct Selection

The selection is simple as we described in section 4.2.1. The routing protocol
forwards the information in the decided direction according to the collected infor-
mation from the network. The common cost is influenced here only by the efficiency
of finding the suitable paths by the protocol.

These solutions can be important in such networks, where simple routing is
needed. It is worths using in this case also the routing protocol that yields the
smallest SC value with the given traffic conditions. Those protocols are able to do
this, which have a thorough survey of the network structure, and take the deciding
mechanism of the other devices into account.
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4.3.2. Selection among More Paths

The situation is very different in that case. The probability variables of the different
paths belonging to the w; traffic are quite interesting. Their sum is 1 as the traffic
has to select a path in any case. The router prefers the paths with smallest cost
managing the traffic. The only elements that have influence on the common cost
from the combinations of the traffic set of the f values are that ones which give
some part of the path combination (H) to the traffic.

[[r>0 (14)
k=1

Where this value is 0, the combination contains a path that is not suitable for the
traffic. In this case we have to consider:

* the length of the paths of the selected combination
* the links used together by the traffic
* the bandwidth of the used links compared to the traffic directed to it

We can decrease the SC value with the consideration of these conditions.

If we conjugate the different traffic and examine the SC value, we can see the
effects of the traffic on each other. If we scrutinize the change of the SC value with
the change of the combinations we can determine the paths having common links.
We have to optimize these. If we know the effects of the pairs of traffic to each
other, we can calculate the rules used by the protocol to assign paths to the traffic,
and determine the set F belonging to the demanded minimal SC value.

We can determine the effects of the elements of the W set with test bandwidth
but there exist such procedures that can determine the topology. Using these we
can calculate the rules of traffic control for the W set divided to traffic classes for
the demanded SC values.

4.4. Examples on Routing Protocols
4.4.1. Common SPF (Shortest Path First) Routing

Let us consider a simple routing example (see Fig. 3). We assume, that all the links
have the bandwidth of 1.5 Mb/s. Since the router considers only the costs of the
paths, it sends all the traffic to one path, it uses only the best path, it handles all the
traffic together.

The problem is, that the needed bandwidth is not available. Let us examine
the SC value. SC =1.6/1.54+2.1/1.5 = 2.466.

This solution is neither optimal nor a Nash flow since if one traffic went to
the destination node via the other router, the latency of all traffic would decrease.
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Fig. 3. Example on SPF routing.

4.4.2. QoS Routing

Let us consider the same example with QoS-based routing that examines the cost
only locally (see Fig. 4). This takes into account the required bandwidth and the
corresponding congestions. SC = max(1.3/1.5 + 1.3/1.5;1.3/1.5 4+ 0.5/1.5 +
0.8/1.5;0.8/1.5+0.8/1.5) = 1.73.

Fig. 4. Example on QoS routing.

This way the 1.5 Mb/s lines can be sufficient. QoS routing works but the total
cost is too high, since one of the traffic flows has one more hop. This is a Nash flow,
in this case no traffic could change its path, so that, its latency would decrease. We
will see that this is still not the optimal solution.
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4.4.3. An Optimal Routing

For the ideal solution the router should know the entire environment as the following
(see Fig. 5):

PN
s
500 Khis

&=

Fig. 5. Optimal routing.

SC = max(1.3/1.5 +0.8/1.5;1.3/1.5 + 0.8/1.5) = 2.1/1.5 = 1.4. As
Fig. 5 depicts, the link between the two intermediate routers remains unused. If we
delete the link from the network seen in the previous case, we get a better solution.
Braess gives a simple example like this on a network, in which giving a new path
to the network increases the cost (the sum of latencies) in the Nash flow. This
phenomenon is called Braess paradox [4, 8, 9].

In this example, the allocations for every traffic are determined. In the case
of real flows however, the goal of deciding mechanism is minimizing the costs. It
may send a traffic with small probability in a roundabout way to minimizing the SC
value, but causing a much too high latency for the selected traffic.

5. Conclusion

According to the above standings it is possible to construct a protocol that finds the
traffic assignment belonging to the minimal social cost using local statistics and
information it gets from the routers. Knowing the network topology and the traffic
classes created by other participants with statistics or with other intelligence are
required for calculating the paths.

As we have seen, the Nash flow is not always optimal. Though, the optimal
flow minimizes the summarized latency only, the latency of an individual packet can
be much higher as in the Nash flow. This shows thathowever appealing is the optimal
routing it is not applicable in practice if we want to provide the supply for everyone.
On the other hand the Nash flows may induce with 30% greater cost on the network
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what is inadmissible in a cost-sensitive situation. The best solution is somewhere
between these two. So our SC value takes the greatest latency into account because
all traffic of a telecommunication network have to reach the destination in time. In
the cost calculation of the optimal routing the common cost is interpreted as the
sum of the cost of the individuals. Optimizing this can result high latencies at some
traffic if it has greater advantage at some other. This cannot be used at real-time
traffic. There are such elements however, as the resource requirements of routing
protocols where such an approach can be helpful.
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