
Cite this article as: Thabit, R. "Multi-Biometric Watermarking Scheme Based on Interactive Segmentation Process", Periodica Polytechnica Electrical 
Engineering and Computer Science, 63(4), pp. 263–273, 2019. https://doi.org/10.3311/PPee.14219

https://doi.org/10.3311/PPee.14219
Creative Commons Attribution b |263

Periodica Polytechnica Electrical Engineering and Computer Science, 63(4), pp. 263–273, 2019

Multi-Biometric Watermarking Scheme Based on Interactive 
Segmentation Process

Rasha Thabit1*

1 Computer Techniques Engineering Department, Al-Rasheed University College, P. O. B. 6068, Al Jamaa, 10001 Baghdad, Iraq
* Corresponding author, e-mail: rashathabit@yahoo.com

Received: 17 April 2019, Accepted: 28 June 2019, Published online: 23 September 2019

Abstract

Iris-based security systems are highly recommended because of their security and ease of use. Different watermarking techniques 

have been presented to provide security while exchanging or storing iris images. The previous iris image watermarking techniques 

have successfully reached their aims, however, they suffer from some limitations such as the distortions that are presented in the 

iris region because of the watermark embedding process, the limited embedding capacity, and the lack of robustness against 

unintentional attacks. On the other hand, nowadays, the biometric-based security systems have directed their interest towards 

multi-biometric techniques in order to improve the performance of the individual’s recognition process. This paper presents a new 

multi-biometric watermarking (MBW) scheme in which the features of the fingerprint image and some personal information are 

embedded in the iris image. To avoid the abovementioned limitations, the proposed scheme presents an interactive segmentation 

algorithm (ISA) and a Slantlet transform based watermark embedding method. The proposed ISA prevents any distortion in the 

iris region which is a beneficial feature for the iris image recognition process. The experimental results proved the efficiency of 

the proposed ISA in comparison with the Hough transform based methods in terms of accuracy, embedding capacity, and execution 

time. The proposed MBW scheme performs better in comparison with the state-of-the-art methods in terms of the intactness of 

the iris region, the robustness against unintentional attacks, and the watermark embedding capacity.
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1 Introduction
The security systems are required in many places such as 
companies, institutions, residential areas and others. 
Some security systems depend on passwords and user ID 
to control the access to these systems, however, these sys-
tems are susceptible to the risks of hacking, forgetting, and 
stealing [1]. Over the years, the technology of security sys-
tems has been directed towards the use of biometric-based 
identification methods because of their benefits in compari-
son with the previous methods. The use of biometric data is 
more convenient to the user because these data will always 
be carried by the user and therefore there is no fear of los-
ing or forgetting them. The identification and authentication 
processes in biometric-based security systems rely on cap-
turing and extracting the features of the personal traits such 
as the face, fingerprint, iris image, voice and others [2].

The biometric data are authentic but not secure because 
these data can be collected without user's knowledge, 

therefore, the biometric based security systems should 
guarantee that these biometrics are generated from a reli-
able source. A possible method for certifying the biomet-
ric equipment is to associate some additional information 
to the biometric data that are generated by it such as add-
ing digital signature or logo [3]. This additional informa-
tion should be invisible and joined to the biometric data 
and this can be accomplished by using watermarking tech-
niques. The recent years witnessed an increased interest 
in the research of biometric watermarking techniques.

Iris-based biometric systems are highly recommended 
because of their security and ease of use [4], therefore, 
a number of watermarking schemes have been presented 
to protect iris images either by extracting the template 
of the iris image and embedding it in a cover image [5-7] 
or by embedding a watermark and secret data in the iris 
image [3, 8, 9]. In [10], a study has been conducted to 
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investigate the effect of the two scenarios that are mentioned 
above and it proved that, the second scenario in which the 
watermark is embedded in the iris image obtained better 
results in recognition performance, therefore, the research 
in this paper will focus on the second scenario.

In [3], an iris image watermarking algorithm has been 
presented based on embedding one bit of the watermark 
in a block of 8 × 8 discrete cosine transform (DCT) coeffi-
cients of the iris image. The scheme has robustness against 
different attacks. In [8], seven different watermarking 
algorithms [11-17] have been applied to iris images to 
study the effect of fragile watermarking on the iris image 
recognition process. The study proved that the watermark-
ing process reduces the images' recognition performance 
significantly when the payload is high. In [9], another 
approach has been presented which depends on applying 
a fragile watermarking to embed a secret signature in the 
DCT coefficients of the iris image. Any change in the iris 
image will destroy the signature and thus the alteration can 
be easily detected. At the receiver side, the altered image 
is considered not authentic for the recognition process.

The above mentioned iris image watermarking tech-
niques have reached their aims, however, they suffer 
from some limitations. The robust watermarking tech-
nique in [3] suffers from the limited capacity as well as 
the distortions that are presented in the iris region because 
of the watermarking process. In the fragile watermark-
ing techniques [9, 11-17], the watermark does not have 
robustness against attacks and thus only standardized 
transmission channels and storage protocols can be used. 
In addition, the process of embedding the watermarks 
in an iris image will cause distortions in the iris region. 
Causing distortions in the iris region can affect the fea-
tures of this region and consequently the iris image recog-
nition performance will be affected.

On another side, recently, the interest has been directed 
towards multi-biometric systems [18] where multiple bio-
metric traits are used to increase the efficiency of the indi-
viduals' recognition process. For instance, in [19] a face 
image has been used as a host image and some biometric 
features have been embedded in the image using fragile 
watermarking. In [20], another multimodal biometric sys-
tem has been presented in which the individual's voice coef-
ficients are embedded in the face image to increase the secu-
rity and improve the accuracy of the recognition process.

From the above mentioned introduction one can con-
clude that, there is a need for an iris image watermarking 
technique that has robustness against unintentional attacks 

and simultaneously has no effect on the iris image recogni-
tion performance. In addition, presenting a multi-biomet-
ric watermarking system will be more efficient in practical 
applications. To meet these requirements, this paper pres-
ents a new multi-biometric watermarking scheme in which 
the iris image is used as the host image and the features of 
the fingerprint image and some additional personal infor-
mation are used as the watermark. In the proposed scheme, 
an interactive segmentation process is suggested to ensure 
the intactness of the iris region and a robust watermark-
ing method is applied to embed the watermark in the iris 
region. The following sections present: the details of the 
proposed multi-biometric watermarking (MBW) scheme 
in Section 2, the experimental results and their discussion 
in Section 3, and the conclusions of this paper in Section 4.

2 The proposed multi-biometric watermarking scheme
The quality of the iris region is very important for the pro-
cess of features extraction as well the iris image recognition 
process [4], therefore, any iris image watermarking tech-
nique must guarantee that the distortion that is generated 
by the watermarking process has no effect on the features 
of the iris region. The proposed scheme in this paper sug-
gests separating the iris region from the image and exclud-
ing it from the watermarking process in order to avoid any 
distortion in the iris region and thus there will be no effect 
on the features extraction and image recognition processes. 
An interactive segmentation process has been applied to 
separate the iris region from the image. The remaining part 
of the image will be used to carry the watermark. The pro-
posed segmentation algorithm is explained in the following 
subsection. Then, the processes of embedding and extract-
ing watermark bits are illustrated. Thereafter, the complete 
algorithms of the proposed multi-biometric watermarking 
scheme are elucidated.

2.1 The proposed interactive segmentation algorithm 
The segmentation process of the iris region is an essential 
step in iris image recognition techniques, therefore, several 
researches have been presented to achieve an effective seg-
mentation process [21-26]. One can think about adopting 
a previous segmentation process to select and separate the iris 
region in the proposed scheme, however, there are some 
limitations in the previous segmentation techniques which 
make them not convenient for the proposed watermarking 
scheme. In [21-24], the process of iris region segmentation is 
based on calculating the binary edge map of the iris image 
followed by the application of Hough transform to detect 
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the circles in the image. These techniques work effectively 
for ideal iris images which have a circular or near circular 
iris boundaries. The advantage of these techniques is the low 
complexity which leads to fast execution of the algorithm. 
However, in case of non-ideal iris images, the assumption of 
circular boundaries can cause inaccurate segmentation and 
in some cases the algorithm may fail in localizing and seg-
menting the iris region [21].

For an effective iris image recognition process, several 
details (i.e., exact iris boundaries, the occluding eyelids, 
the reflections, and others) have to be taken into consider-
ation to segment the iris region accurately. In [25], a smart 
predication model has been used to obtain the threshold 
value for eyelash and eyelid detection. Then, the area 
which contains the iris region is divided into four quar-
ters and assumptions are applied to extract the details of 
the iris region. In [26], an effective iris image segmenta-
tion technique has been presented which is based on end 
to end deep neural network. The target of this technique is 
to segment the iris region from the low-quality image that 
is captured using smart phone. The techniques in [25-26] 
can work effectively for different iris images but they are 
at the cost of increasing the time complexity because of 
extracting several details from the iris region which are 
required for the iris image recognition process.

To implement a watermarking scheme that is suitable 
for the practical applications, we need a fast and efficient 
segmentation process. Adopting the Hough transform 
techniques [21-24] is at the cost of reducing the accuracy 
in selecting the iris region while adopting the techniques 
from [25-26] is at the cost of increasing the execution time. 
In the proposed watermarking scheme, there is no need to 
extract the details of the iris region because the segmen-
tation process is required to select the outer boundary of 
the iris region and separate the selected region from the 
remaining part of the image. Therefore, this paper presents 
a new method to select and separate the iris region which 
is named as interactive segmentation algorithm (ISA).

The block diagram of the proposed ISA and the steps 
of the algorithm are shown in Fig. 1 and Table 1, respec-
tively. The resultant images after executing the algorithm 
are shown Fig. 2.

In Section 3.3, the performance of the proposed ISA 
is compared with the Hough transform based segmenta-
tion in terms of iris region segmentation accuracy, embed-
ding capacity, and execution time to prove the efficiency 
of the proposed algorithm.

Fig. 1 Block diagram for the proposed ISA

Fig. 2 The resultant images after executing ISA

Table 1 The proposed interactive segmentation algorithm (ISA)

Input: 
Output:

Iris image rI .
Selected iris region and Mask image M .

Step 1: Read and display the iris image rI . 

Step 2: Set the initial position, height, and width for an ellipse.

Step 3: Create an interactive ellipse using the initial information 
from step 2.

Step 4:
Drag the ellipse and adjust the size to select the iris 
region. Save the new position, height, and width in a 
vector eV .

Step 5:
Read the size of the iris image and create a logical mask 
image M  with the same size. The image M  can be 
defined as follows:

M =
1

0

for the corresponding pixels to

the selected iris region

elsewheere








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2.2 The proposed watermark embedding and 
extraction process 
The iris image watermarking scheme should have robust-
ness against attacks especially the unintentional attacks 
such as channel noise and image compression which are 
unavoidable attacks in practical applications. On the 
other hand, the proposed scheme in this paper aims to 
hide the features of the fingerprint image in addition to 
some personal information, therefore, high embedding 
capacity is also required.

In recent years, different Slantlet transform (SLT) based 
watermarking schemes have been presented which proved 
their efficiency in terms of high embedding capacity, robust-
ness against attacks, and high visual quality [27-28], there-
fore, a SLT-based watermarking algorithm is applied in the 
proposed MBW scheme. The procedures of the watermark 
embedding and extraction in an image block are explained 
in the following subsections.

2.2.1 Watermark embedding algorithm in an 
image block:
Input: Iris image block iB  of size L L× , and sequence 
of bits S .

Output: The watermarked image block iWB .
1. Apply SLT to transform input iris image block iB   

using: TB SLT B SLTi L i L
T=  [27].

Where iB  and iTB  are the original image block and 
the transformed block, respectively. SLTL is the SLT 
matrix of size L L× .

2. Select the horizontal ( )H  and vertical ( )V  subbands 
from the resultant SLT coefficients in iTB  as follows:

H TB
x L

y L L
i=

= … 







= 





 + … ( )



















1 2
2

2
1

, , ,

, ,

,

V TB
x L L

y Li=
= 





 + … ( )

= … 

























2
1

1 2
2

, ,

, , ,

.

Where x  and y  are the coordinates of the coeffi-
cients in iTB . L  is the side length of iTB .

3. Initialize a counter ( 1)C =  for the input sequence 
of bits S ; set a threshold value ( )Thr  which is 
used to control the robustness and invisibility of 
the watermark.

4. Repeat 
• Take a bit from S  and embed it by modifying 

the difference between one coefficient from H  
and one coefficient from V  at the same coor-
dinates. The modification rules are explained 
in details in [28].

• Increase the counter ( 1)C C= +

5. Until 
2 2
L LC = ×

6. Replace the original H  and V  subbands with the 
modified subbands then apply the inverse SLT using:
WB SLT TB SLTi L

T
i L= .

Where iWB  is the watermarked image block.

2.2.2 Watermark extraction algorithm from an 
image block:
Input: The watermarked image block iWB  of size L L× .

Output: The extracted sequence of bits ES . 
1. Apply SLT to transform iWB  using: 
TWB SLT WB SLTi L i L

T=  [27].
Where iWB  and iTWB  are the watermarked block 
and the transformed block, respectively.

2. Select the horizontal ( )H  and vertical ( )V  sub-
bands from the resultant SLT coefficients in iTWB  as 
explained in the embedding algorithm (Section 2.2.1).

3. Initialize a counter ( 1)C =  for the extracted sequence 
of bits ES  and use the same Thr  value that has been 
used at the embedding side.

4. Repeat 
• Set the extracted bit of ES  to (1) when the 

coefficient in H  is more than or equal to the 
coefficient in V  at the same coordinates, oth-
erwise the extracted bit is considered (0).

• Increase the counter ( 1)C C= +

5. Until 
2 2
L LC = ×

2.3 The procedures of the proposed multi-biometric 
watermarking scheme
The proposed watermarking scheme used two types of bio-
metric data that are the iris image and the fingerprint image 
in order to provide security while storing or exchanging 
these biometric data. The complete algorithms for the water-
mark embedding and extraction procedures in the proposed 
MBW scheme are explained in the following subsections: 
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2.3.1 MBW embedding procedures: 
1. Read the original iris image rI  and the fingerprint 

image F .
2. Apply the proposed ISA to select the iris region and cre-

ate the mask image M . The vector eV  should accom-
pany the watermarked image at the extraction side.

3. Divide the mask image into non-overlapping blocks 
of size (16 16)×  pixels as shown in Fig. 3 (a) then cal-
culate the mean value of each block iBµ .

4. Classify the blocks into two groups according to 
the calculated mean values as follows: 

if Then the block iris region

if Then the block iris

µ
µ
B B
B B
i i

i i

≠ ∈
= ∉
0

0 rregion
.

5. Divide the original iris image rI  into non-over-
lapping blocks of size (16 16)×  pixels and select 
the blocks that are not belong to the iris region 
as shown in Fig. 3 (b). The selected blocks are saved 
in a matrix called EB  which is required for carrying 
the watermark bits. The total number of the selected 
blocks is calculated and saved as .EBN

6. Read and prepare the watermark which consists of 
two parts. The first part of the watermark is the fin-
gerprint features (i.e., ridges and bifurcation) that are 
generated using the software from [29] and the sec-
ond part of the watermark is some personal informa-
tion (such as the name, age, address, affiliation, …). 
The two parts of the watermark are saved and com-
bined in one text file which is converted to a binary 
sequence called BSeq .

7. Calculate the total capacity TC  of the selected 
blocks in EB  as follows:

TC bits NEB( ) = ∗64.

Where each block in EB  of size (16 × 16) can carry 
64 bits.

Then compare TC  with the total number of bits 
in BSeq  as follows: 

if length

Then continue to the next steps

if length

TC BSeq

TC BSeq

≥ ( )

< (( )
Then stop the execution of the algorithm.

If the total capacity is not enough for embedding the 
watermark, a message is sent to the user notifying 
him/her on the limitation in the embedding capacity.

8. Apply pixel adjustment process for the blocks 
in EB  when necessary to avoid overflow/underflow 
as follows:

MEB x y
EB x y
EB x yi

i

i

,
, ,

, ,
.( ) ( )

( )
=

≤
≥







3 2

252 253

if

if

Where iEB  and iMEB  are the embedding block 
and the modified embedding block, respectively. 
The ( , )x y  are the coordinates of the pixel in the pro-
cessed block.

9. Divide BSeq  into non-overlapping consecutive sub-
sets of 64 bits and apply watermark embedding pro-
cess as follows:

• Take one block iMEB  where 1 to EBi N=  and 
one subset from the binary sequence. 

• Apply the watermark embedding algorithm from 
(Section 2.2.1) to embed the subset in  iMEB .

• Continue embedding subsets until the end of 
BSeq .

Save the watermarked blocks in WEB .
10. Replace the original blocks of the iris image 

( )EB  by the watermarked blocks ( )WEB  to obtain 
the watermarked iris image.

Fig. 3 (a) Dividing the mask image, and (b) Selecting the blocks of the iris image that are not belong to the iris region.
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2.3.2 MBW extraction procedures: 
1. Read the watermarked iris image and the vector eV ; 

then, display the image and draw an ellipse to select 
the iris region according to the information in eV  
as shown in Fig. 4.

2. Create a logical mask image M  as shown in Fig. 4 
using the rules that have been explained in Table 1 
(step 5).

3. Divide the mask image M  into non-overlap-
ping blocks of size (16 16)×  pixels and calculate 
the mean value of each block iBµ  in order to clas-
sify the blocks as explained in (Section 2.3.1).

4. Divide the watermarked iris image into non-over-
lapping blocks of size (16 16)×  pixels. Then select 
the blocks that are not belong to the iris region and 
save them in a matrix called WEB . 

5. Apply the watermark extraction algorithm to 
extract the embedded data from WEB  as explained 
in (Section 2.2.2).

6. Rearrange the extracted binary bits to obtain 
the binary sequence BSeq . Then convert BSeq  to 
a text file to recover the original fingerprint features 
and the personal information.

3 Experimental results and discussion 
This section explains the experiments and their results 
for different iris images that have been collected from [30] 
and [31] in order to evaluate the performance of the pro-
posed MBW scheme. The following subsections elucidate 
the experiments that have been conducted to test the visual 
quality and capacity. The final subsection presents a general 

comparison between the proposed MBW and the state-of-
the-art iris image watermarking methods. The SLT-based 
watermarking methods proved their efficiency in terms of 
robustness as explained in [27-28], therefore, the robust-
ness test is not repeated in this research paper.

3.1 Visual quality test 
To test the visual quality of the watermarked iris images, 
a sample fingerprint image and some personal informa-
tion have been used which are shown in Fig. 5. In practical 
application, the iris image, fingerprint image, and the per-
sonal information should be collected from the same indi-
vidual. The features of the sample fingerprint image and 
the personal information have been combined in one text 
file and converted to binary sequence ( BSeq ) as explained 
in (Section 2.3.1). The number of bits in BSeq  for the cho-
sen samples is (13424 bits).

The proposed scheme does not cause any distortion 
in the iris region because this region has been excluded 
from the embedding process by applying the proposed ISA, 
however, the overall visual quality of the watermarked 
iris images is still important to prevent arousing suspi-
cion about the contents of the image. Several experiments 
have been conducted to test the visual quality of the water-
marked iris images and samples of the obtained results 
at threshold value (Thr  = 3 as an example) are illustrated 
in Fig. 6. The Peak Signal-to-Noise Ratio (PSNR) between 
the original iris images and the watermarked images has 
been calculated and shown beneath each watermarked 

Fig. 4 Locating the iris region in the watermarked image and 
creating the mask image.

Fig. 5 (a) sample fingerprint image, (b) the features of the fingerprint 
image, and (c) sample text file contains personal information.
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image. Table 2 contains the PSNR (dB) values for the test 
images shown in Fig. 6 at different Thr  values. The results 
proved that the higher the Thr  value the lower the visual 
quality of the watermarked iris images.

3.2 Embedding capacity test 
The capacity of the proposed multi-biometric water-
marking scheme is affected by two main factors that are 
the size of the iris image and the size of the selected iris 
region. The capacity has been tested for iris images that 
have the same size but different iris regions as shown 
in Fig. 7. The results proved that (at the same image size) 
the larger the selected iris region the lower the capacity. 
Fig. 8 shows the results of testing capacity for different iris 
images at different sizes. The results proved that the larger 
the size of the iris image the higher the capacity.

3.3 Comparison with the state-of-the-art methods 
This section presents the comparisons of the proposed 
MBW scheme with the state-of-the-art methods. The first 
subsection illustrates the experiments that have been con-
ducted to evaluate the performance of the proposed seg-
mentation algorithm (ISA) in comparison with the Hough 
transform based segmentation [21-24]. The second subsec-
tion presents a general comparison between the proposed 
MBW scheme and the schemes in [3, 9, 11-17].

Fig. 6 Samples of the watermarked iris images after embedding 
BSeq of length (13424 bits).

Table 2 Visual quality results at different threshold values ( )Thr  and 
(13424 bits)BSeq

(Thr) Iris_image 1
(480 × 640) pixels 

Iris_image 2
(280 × 320) pixels

Iris_image 3
(240 × 320) pixels

2 45.5258 38.9794 32.2690

3 45.1831 38.6227 31.9872

4 44.8009 38.2512 31.8897

5 44.3831 37.8606 31.6975

6 43.9545 37.4626 31.4998

Fig. 7 Capacity test for iris images that have the same size and 
different iris regions.

Fig. 8 Capacity test for different iris images.
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3.3.1 Performance evaluation of ISA
The proposed algorithm has been implemented 
in MATLAB (R2017a) and the computer properties are 
1.80 GHz Intel® core TM i7 CPU and 16 GB memory. 
To compare the performance of ISA with Hough trans-
form based segmentation [21-24], the algorithms have been 
applied for ideal and non-ideal iris images from CASIA iris 
image database [30]. Samples of the experimental results 
are shown in Fig. 9 which proved that the proposed ISA is 
more accurate in segmenting the iris region than the Hough 
transform based segmentation. The embedding capacity 
for the test images from Fig. 9 (a)-(c) has been calculated 
and is shown in Table 3. The results proved that the pro-
posed ISA obtained higher embedding capacity in com-
parison with the Hough transform segmentation method.

As shown in the results, there are two cases of inaccu-
rate segmentation as follows: 

1. Case 1: part of the iris region is left outside the seg-
mented region; in this case, distortions are generated 
in the iris region because of the watermark embed-
ding process.

2. Case 2: the segmented iris region is larger than 
its actual size; in this case, the embedding capacity 
is reduced.

The execution time has been calculated for the test 
images from Fig. 9 (a)-(c) using tic toc commands 

in MATLAB and the comparison results are shown 
in Table 4. The results proved that, the proposed ISA per-
forms better than the Hough transform based segmenta-
tion in terms of execution time.

3.3.2 Performance evaluation of MBW
The characteristics of MBW scheme can be summarized 
as follows:

1. The scheme used multiple biometric traits (i.e., iris 
image and fingerprint image) thus the efficiency of 
the individuals' recognition process can be improved. 

2. The scheme ensures the attachment of the personal 
information with their related traits by hiding the per-
sonal information and the features of the fingerprint 
image in the iris image for the same individual.

3. The scheme ensures the intactness of the iris region 
by excluding it from the watermark embedding pro-
cess using the proposed ISA.

4. The scheme used an efficient interactive segmenta-
tion algorithm to select and separate the iris region.

5. The scheme has robustness against attacks, which 
makes it more efficient in practical applications.

Table 5 shows a general comparison between the pro-
posed MBW scheme and the schemes in [3, 9, 11-17]; 
where the schemes [11-17] have been applied to iris 
images in the study that have been presented in [8], there-
fore, the comparison here depends on the performance of 
these schemes in [8].

Fig. 9 Segmentation comparison for ideal and non-ideal iris images, 
(a)-(c) are the original iris images, (d)-(f) segmentation results using 

Hough transform, (g)-(i) segmentation results using ISA

Table 3 Comparison of embedding capacity using ISA and 
Hough transform segmentation

Iris image Image size 
in pixels

Capacity (bits) 
using Hough 

transform

Capacity (bits) 
using ISA

Fig. 9 (a) 280 × 320 10880 12608

Fig. 9 (b) 280 × 320 11008 12544

Fig. 9 (c) 280 × 320 11776 14144

Table 4 Comparison of execution time (ET) using ISA and 
Hough transform segmentation

Iris 
image 

Image size 
in pixels

ET (sec) 
using Hough 

transform

ET (sec) 
using ISA

Fig. 9 (a) 280 × 320 4.0979 3.2681

Fig. 9 (b) 280 × 320 3.9028 2.1606

Fig. 9 (c) 280 × 320 5.0480 4.6234
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As shown in Table 5, the proposed scheme performs bet-
ter than all the compared schemes in [3, 9, 11-17] in terms 
of intactness of the iris region which is an essential prop-
erty to avoid affecting the features of the iris region and 
consequently there will be no effect on the recognition 
performance. In terms of robustness, the proposed scheme 
performs better than the schemes in [9, 11-17]. In compar-
ison with the robust scheme in [3], the proposed scheme 
performs much better in terms of capacity because each 
block from the iris image of size (16 × 16) pixels can carry 
4 bits using the scheme in [3] while the block of the same 
size can carry 64 bits using the proposed scheme.

4 Conclusion
This paper presents a new multi-biometric watermarking 
scheme in which the features of the fingerprint image and 
some personal information are embedded in the iris image. 
The intactness of the iris region has been ensured by apply-
ing interactive segmentation algorithm (ISA) which selects 
and separates the iris region to exclude it from the water-
mark embedding process. The performance evaluation of 
ISA proved its efficiency in comparison with the Hough 
transform segmentation method. The experimental results 
that have been conducted to evaluate the proposed MBW 
scheme illustrate that the visual quality of the watermarked 
images depends on the threshold value which is a factor 
used in the embedding process to control the robustness 

and invisibility of the watermark. The watermarked images 
obtained good visual quality at different threshold values. 
The embedding capacity of the proposed scheme depends 
on two factors that are the size of the iris image and the 
size of the selected iris region. As illustrated in the results, 
the larger the iris image the higher the embedding capac-
ity, while for the images with the same size, the larger the 
selected iris region the lower the embedding capacity. The 
comparisons of the proposed scheme with the state-of-the-
art methods proved its efficiency in terms of the intactness 
of the iris region, robustness against attacks, and the water-
mark embedding capacity. The main contribution of this 
work can be summarized as follows:

1. The use of multiple biometric data (i.e., iris image 
and fingerprint image) will be more beneficial 
in practical applications that are related to the indi-
viduals' recognition process.

2. The use of the proposed ISA contributes in ensuring 
the intactness of the iris region by effectively seg-
menting this region.

3. The use of the proposed SLT based watermarking 
algorithm contributes in improving the performance 
of the scheme in terms of robustness and embedding 
capacity.

The future work can proceed to present the hardware 
implementation for the proposed MBW scheme.

Table 5 Comparison between the proposed MBW scheme and the state-of-the-art methods

Scheme Embedding 
Domain Embedding Technique Intactness of iris region Robustness Multi-

biometric

Tian, 2003 [12] Spatial Difference expansion (DE) Distortions in iris region Fragile ×

Yang et al., 2004 [16] Transform DCT bits shifting Distortions in iris region Fragile ×

Celik et al., 2005 [11] Spatial Least Significant Bit (LSB) Distortions in iris region Fragile ×

Lee et al., 2007 [17] Transform Integer discrete wavelet transform 
(IDWT) Distortions in iris region Fragile ×

Weng et al., 2008 [14] Spatial Modified difference expansion Distortions in iris region Fragile ×

Sachnev et al., 2009 [13] Spatial Expanding prediction-error differences Distortions in iris region Fragile ×

Li et al., 2010 [15] Spatial Shifting histogram of adjacent pixel 
differences Distortions in iris region Fragile ×

Abdullah et al., 2015 [3] Transform DCT interchanging coefficients Distortions in iris region Robust ×

Czajka et al., 2016 [9] Transform DCT and LSB Distortions in iris region Fragile ×

Proposed MBW scheme Transform Slantlet transform (SLT) No distortions in iris region Robust 
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