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Abstract

In this paper it has been studied the safety of a widespread class of microcomputer systems for real
time control, systems with active redundancy (hot standby), composed of two identical units with
three modes of each unit — active, safely failed and dangerously failed states. Markov modelling has
been used. Safety is estimated by the dangerous failure function and MTBDF. The aim of the study is
to prove that the system'’s reliability is significantly greater than that of the separate unit while safety
does not change sufficiently, which makes the system applicable as a signalling one.
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1. Introduction

The subject of this investigation is the fault tolerance hot standby microcomputer
signalling system. The scheme of such system is shovAinl.

Both unitsB (basic) andR (reserve) consist of information-processing de-
vices (microcomputers, controllers or hard logic’s electronic circuits) with built-in
self-control instrument€, which control their failures. If a failure occurs in any
unit, an incorrect signal could appear on its outputs which could have unregulated
and even dangerous consequences. Therefore after the failure has been discovered,
the self-control instrument€ act upon a switctBw, which commutes the unit’s
outputs.

In due time (for a time shorter than the interg), of the PR information
uncertainty allowed by the proce€RR cannot accept the applied control signals.
This is a time parameter, which characterizes the inertia of the controlled important
technological processTP).

Normally, both units accept simultaneously the initial informatidrom the
operator and the control information frdAR and they are in an equal information
state. If a failure is discovered in the ult Swl switches the control of TP to
unit R, which underrates it. If the failure is in urit, Sw2 switches the process off,
protecting it from an incorrect and possibly dangerous control.
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The so definedubject of investigation isa fault tolerant hot standby system.
Such systems have been discussed in the literatueaLElY et al. (1981),
KANTZ et al. (1995), @PTA et al. (1993A), @WPTA et al. (1993B), LEYU et
al. (1992), Kris et al. (1993), Go et al. (1989), &ou et al (1991). Standby
techniques are used to improve system reliability. Here we prove that the system’s
reliability compared to the separate unit’s reliability is significantly greater while
safety does not change sufficiently which makes these systems applicable as sig-
nalling ones. Such systems are usedT®, which ruin of parameters may lead
to a danger for people’s life and health or loss of huge material, cultural or natural
values.

Fig. 1. Scheme of Hot Standby Microcomputer Signalling System

As a method for solving the tasks, pointed above, the theory of Markov’s ran-
dom processes is usedHEISTOV (1990), GHRISTOV and SOYTCHEVA (1992),
SAPOJNIKOV et al. (1995), GRrISTOV and SOYTCHEVA (1995), LaPRIE and
MEDHAFFER-KANOUN (1982), QUIRRK (1988), HENLEY and KUMAMOTO
(1981), Az1ziENIS et al. (1991), DLE and FOSTER(1987).

2. Description of the M odel

The aspect in which the hot standby microcomputer system is investigated is the
reliability and safety of the system.

Reliability will be measured by two characteristicsH@sTov (1990), S\-
POJNIKOV et al. (1995), laprIE and MEDHAFFER-KANOUN (1982), HENLEY
and KUMAMOTO (1981), A/1zIENIS et al. (1991)):

» Function of AvailabilityA(t). It can be proven that for the values of thand
the u, that are of practical interest (see Section 4), the availability function
A(t) quickly reaches a constant limited probability, known as the availability
coefficientK, = limy_, o, A(t) after which the availability is not changed.

» Mathematical Expectation of Time between Consequent Fai(tinesmean
time between failuredyl TBF, which is the reciprocal value of the failure fre-
guencyH. It shows the failures’ number per unit time. It is well known, for
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example, from KCHS(1984), thaH = KA. Itis known from reliability the-
ory, but in KOCcHsS(1984) it has common means, available for homogeneous
Markov’s random processes.

Safety in this paper is investigated in the aspect of the system behaviour after

failure, e.g. GRISTOV (1990), GHRISTOV and SOYTCHEVA (1992), LAPRIE

and MEDHAFFER-KANOUN (1982). This technogene safety is regarded as a single
feature of reliability. While reliability is determined by any failure of activity, safety

is a result only of the dangerous failures. Dangerous is the failure, which has not
been discovered from the system by adopted means of control foktime

The unitsB andR as well as the system as a whole can have three states

(Fig. 2):

1. —active(A), when correct controlling signals are formed towards the process.

2. —dangeroudly failed (D), when the failure remains undiscovered for a time
greater than the information uncertainty time allowed by the process. In
this case the incorrect controlling signals can have unpredictable, including
dangerous consequences.

3. —safely failed (S), when incorrect output signal is formed, but within the
information uncertainty timé,y allowed by the process, the failure is dis-
covered and the switcBw turns the incorrect signals off.

{1-p)y,
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Fig. 2. States of the unit8 andR

The transitions between the states are determined by the intensitigand

us, as well as by the probability for the failure to be discovered in due time.

Safety in the aspect studied is estimated by the following characteristics:

» Function of the system failure on the dangerous €dB, which measures
the change of the probability the system to be found in dangerously failed
state during mission time For this parameter is also true what has been said
above about availability. In long enough time it reaches a constant value,
known as the dangerous coefficidfs.

* mean time between the successive dangerous faiMEBDF. This is the
time between two successive appearances of a dangerously failed state. Itis
found as a reciprocal value of the dangerous failure frequélcy



20 CH. CHRISTOV and N. STOYTCHEVA
Hp = Ka(l— p)A. (1.a)

MTBF (the reliability parameter) foFig. 2 is:

MTBF =

. 1.b
Ksis (1.b)

Criterion of a dangerous state D is the presence of a failure, undiscovered for
some time after its appearance, as a result of whichTiRdas reached and accepts
incorrect control signals.

Criterion of asafestate Sis the presence of a failure, discovered within time
toin and a transition towards system’s recovery.

3. Notation

The following assumptions have been made:

1. The failure and restoration flows of both units are Poisson’s.

2. Theintensities of the transitions between st&es D (3 — 2)andD — A
(2 — 1) are negligibly small and are not regarded.

3. The commutation mechanism is perfect e.g. failure and error free.

A —  failure rate

n —  restoration rate

p —  probability, the unit’s failure to be recognised and discovered dur-
ing the allowed byPR

toIN —  time of information uncertainty

D —  restoration rate of the unit's operative state following a safely
failed state

s —  restoration rate of the unit's danger state following a safely failed
state

A) —  function of availability

D(t) —  probability of the system failure on the dangerous side during
mission time

S(t) —  safety probability of the system during stays of the system

K av — availability factor

Kn — unavailability factor
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Kp — dangerous coefficient (the probability of the system failure on the
dangerous side when time is infinite)

Ks — safety coefficient (the safety probability of the system when time
is infinite.)

H — failure frequency

Hp — dangerous failure frequency

Ba; Ra — the basidB (the reserveR) unit is active

Bn: Ry — the basidB (the reserveR) unit is inactive

Bi Rj — the basi® (the reservdR) units’ states determining the total state
of the system

i,j c A — normally operating state

S — state failed on safe side

D — state failed on dangerous side.

Partial state of the system is a vector of reliable safe states of the system’s
separate units, in which each unit has one own state.

Pr; — probability of a partial state

Ki — limit probabilities of the states

MTBF — Mean Time Between Failure

MTBDF - Mean Time Between Dangerous Failure

4. Model of the Separate Unit’s Reliability and Safety

The reliable safe state of each information-processing unit can be described by the
diagram inFig. 2, where the states have the meaning given above (Section 2).

At the assumption 1 made above, that the failure and restoration flows are
Poisson’s which is valid for a broad class of systems, the unit's reliability and
safety characteristics can be found through solving the Kolmogorov differential
equation system, written for the diagramFig. 2

dA(t

S = A Pr+ PIAD + psSO),

dD(t

S = - prA® - uoDO), @
dS(t

SV = pAD + oD — usSO.

Taking a Laplace transform @&fq. (2) and solving them gives:

A(t) — HsSUD + (rl+MS)(r1+/,LD)eritl _ (r2+MS)(r2+MD)er£
rar2 r]_(r]_ — rz) rZ(rl _ r2) ’
ps  (Mtuger <r2+“5)er2} r(1— p)s, 3)

bt = [E ry(ry —ro) ra(ry —ro)
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sty = |22 4 (- P+ up)€l (- p+pp)e? N
rirp ra(ry —rz) ra(ry —rp)
where:

1
ro= §|:—(MS+MD+)\)

+v/ (s + o + 1)2 — A{[us(L — p) + uplh + MSMD}]-

For the limit state probabilities (time equals infinity) the following expressions come
out of (3):

UDHMS
Kw = ,
uois+ Alpp + pus(l— p)l
(1 —
Ko — msh( 9)] ’ (@)
upis+ Alup + ns(l— p)l
DA
Ks =

moms+ Alpp + us(l— p)l
Letusacceptsome probable values of the parameters participating inthese formulas:

A=11023[1/h]; pup=2[1/n]; wus=0.5[1/h]; p=0.99.

Substituting in (4) we obtairKy, = 0.997999,Kp = 4.9 E 10% andKg =
0.0019959.

5. Moded of the System’s Rdliability and Safety
5.1. A Diagram of the System’s Partial States

First a diagram of the system’s partial states is b@iit)(3). The global states of
the system are three: active, dangerously failed and safety failed.

Second on the base of the system work and the safety criterion (Section 2)
the following connections of the partial states to the global ones are defined:

1. Instates 1, 4 and B unit is active and regardless of uRitstate, the system
is in an availability state.

2. In state 2B unit is failed on the safe side and in the process is accordingly
includedR unit, which is active. The system is in an availability state.

3. In states 3, 6, B8 unit is failed on the dangerous side and no transition has
been realised tR unit. The system works dangerously since the failure has
not been discovered i unit.

4. In state 5 the units are safely failed and the system is accordingly failed on
the safe side.
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Fig. 3. Markov’s diagram of the Hot Standby System

5. In state 8 unit is safely failed an® unit is dangerously failed. The system
is in a dangerous state as the switching to &hitads to incorrect output
signals.
The probability of each system’s partial state is obtained as a multiplication
of the probabilities of the unit’s states, which combination it is of.
Pri= AOPADR, Pro=SHOPAMR, Prs=DMmHPADR,
Prs= A0)BSHR, Prs=St)BSt)R, Prg= D(1)BSMH)R, (5)
Prr = AOBDM®R, Prg=S1HPDMR, Pro=D®)®SMHF,

whereA(t), S(t) andD(t) are taken from (3).
The limit probabilities of the states on the graphHig. 3 are:

Ki= KABVKEV’ Ko = KARVKE’ Ks = KARVKB’
Ks=KEKE,, Ks=KEKE Ks=KEKE (6)
K=K/ KR Kg=KEKR, Ko=KEKE,
whereK§,, K&, KB, KR,, K& andK R are determined from (4).
The equivalence of the basic and the reserve unit simplifies the investigation

without limiting the generality. Further we are warning at this condition with the
simplified formulas.
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5.2. Reliability
5.2.1. System Availability

To obtain the availability of the system, the probabilities of active partial states have
to be summarised taking into account the units’ identity:

Asys(t) = Pri+ Pra + Pra+ Prz = A(D[A() + 2S(t) + D()]. (7)

Taking into account tha#\(t) + S(t) + D(t) = 1 and transferring to limit proba-
bilities, which in the worst case limit the readiness, we obtain:

Kav sys = Kav(1+ Kg). (8)

5.2.2. The Mean Time Between Failure MEBE
The mean time between failuoé the system MTBEys is defined as the inverse
value of the failure frequency of the system incoming the active state:

1

MTBFsys = .
SYs Heve

)
Following the transitions in the graph Fig. 3, we find from theory of KOCHS
(1984):

1 3 1
Kaup +2Ksus+ Kauus — KavKppup +2KZus + KsKppus’

MTBFsys = (10)

5.3. Safety
5.3.1. Probability of a Dangerous Failure

To obtain the function of the system’s dangerous failure, the probabilities of dan-
gerous partial states have to be summarised taking into account the units’ identity:

Dsys(t) = Prs+ Pre+ Prg+ Prg = D(t)[A(t) + 2S(t) + D(t)]. (11)

Accounting thatA(t) + S(t) + D(t) = 1 and transferring to limit state probabilities,
which in the worst case limit the danger, we obtain:

Kp sys = Kp(1+ Ky). (12)

From the obtained formulas we can draw the conclusion that due to the hot reserve
(standby) in the system both the readiness and the dangerous work increase.
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5.3.2. MTBDF
Mean Time Between the Dangerous Failures of the system is defined as the recip-
rocal value of the frequency of falling into dangerous stajeys.

1

MTBDFsys = .
D SYS

(13)

Following the transitions on the graphkig. 3:
Hp sys = Ka(Ka + Ks+ Kp)(1 = p)A + KaKpp2t + KaKs(1— p)A

= Kar[(1 = p)(1 + Ks) + Kppl. (14)

We can see that fop = 1, whenKp = 0 (seeEq. (4)) , the frequency of falling
into a dangerous state is zero and the tMiEBDFsys tends to infinity.

6. Comparative Analysis of the Reliability and Safety Indexes of the System
and its Comprising Units

In order to estimate qualitatively the effect of introducing the dynamic redundancy
as a second unit in the hot standby regime, we will compare the time parameters,
which determine theM TBF of the system and the time between its successive
dangerous failures with the analogous indexes for its comprising units.

6.1. Comparison by Reliability
To figure out how the system’s lifetime is improved in comparison to the unit’s
lifetime, the following ratio is built:
- MTBFsys _ Ksis
MTBF 2KavKpup +2K3us+ KsKppup’

whereM TBFsys is known from (10) and MTBF is known frorq. (1.b). Substi-
tuting from (4) in (15) and transforming it, we obtain:

(15)

_ pupps+ Aup +A(1— plus
upps(l— p) +2xup + A(1— p)us
It is clear that the prolonging of the expected lifetime of the system depends on all
primary parameters of reliability and safety of the comprising units. For example

the dependencg(p) on the probabilityp to discover the failure on time is linear
and represents a part of a hyperbola, whose lowest pointas=a0:

(16)

_ MpMs+Aup +Aus
Ubis+ 2hiup + sk

17)
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and the highest gb = 1.

Hs+ A
= ) 18
F= (18)
For the accepted above values of the terms included in the formulas (Section 4) it
can be established that fpr= 1 £ = 250. On the other side {p = 0.99& = 72,
i.e. the reliability, measured by the expected lifetime of the system, is orders of
magnitude better than that of the separate unit.

6.2. Comparison by Safety

To understand the influence of the structure on the system’s safety, we can form the
ratio:
MTBDFsys

MTBDF '’

which reveals the change of the system’s safety as compared to the unit's safety,
measured by this parameter. Usiags.(1.a) and (13) and substituting in (19) we
obtain:

n= (19)

1-p _ pous+A(l—pus+iup

= = 20
1— P+ Ks + Kop Homs + Mis + 2o (20)

n

It is obvious that the expected time between the dangerous failures of the system
depends on all primary reliability and safety parameters of the units, that is com-
prised of. For example, the dependei§¢e) on the probabilityp to discover the
failure in due time, is linear and decreases from

AJLSA
N = MDMS + ASAILD atp=0 21)
Upis+ s+ 2hup
to
A
— puo(ps+ A) atp=1. 22)

Mpis + Aits + 2hpup

As it was shown above in this case both times between the dangerous failures — of
the unit and of the system — tend to infinity and this ratio starts to lose its realistic
meaning.

It was seen, that in the worst case at the practically interesting values of the
terms, participating in the dependence, the ratis lowest but very close to 1.
For the adopted above values of the parameters included in the formulas it can be
established that fop = 1 n = 0.997511 and fop = 0.99n = 0.9979641, i.e. the
mathematical expectation of the time between the dangerous failures of the system
drops only by about 0.2% in comparison to what may be expected for the separate
unit.



(1]
(2]
(3]

(4]

[5]
(6]

(7]
(8]
(9]

[10]

[11]

[12]

[13]

[14]

HOT STANDBY MICROCOMPUTER SIGNALLING SYSTEMS 27
7. Conclusions

1. The introduction of the second unit as a hot standby (reserve) expresses
exclusively in the increasing of the system’s reliability. The mathematical
expectation of the system lifetime is much greater than that of the separate
unit and depends on its reliable safe paramegpeisandu. The effect of the
reserve is as stronger as higher is the discovery of the fajlure

2. Theincreasing of the discovery of the failugekeads to the decreasing of the
dangerous work probability both of the unit and of the system. The reserving
worsens the system’s safety in comparison to that of the unit but its influence
is extremely low and practically it can be considered that the system preserves
the same safety as the unit with reliability improved by orders of magnitude.
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