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Abstract

The increasing reliance on digital technologies in the aviation industry has amplified the need for robust cybersecurity measures. 

This article examines the critical issue of cybersecurity in aviation, exploring its importance, applications, and associated challenges. 

Through an analysis of real-world examples of cyber-attacks against aviation, the article highlights the potential consequences of 

inadequate security measures. Various applications of cybersecurity in aviation are explored, including air traffic management 

(ATM) Security, blockchain technology, airports, and aircraft systems protection. Furthermore, the article delves into the challenges 

faced by the industry in implementing effective cybersecurity protocols, considering factors such as evolving cyber threats, system 

interconnectivity, and the need to balance security with operational efficiency. The findings underscore the vital role of cybersecurity 

in safeguarding critical systems, protecting passenger data, and maintaining the integrity of aviation operations. The article concludes 

by emphasizing the necessity for continuous collaboration, information sharing, and investment in research and development to 

address emerging threats and ensure a secure future for the aviation industry.
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1 Introduction
Aviation and air travel continue to play a vital role in facil-
itating international trade, tourism, and everyday activi-
ties, serving as significant social and economic catalysts 
(Torok and Heinitz, 2013). The demand for air traffic has 
always been growing very fast if compared with the demand 
for other transportation systems (Mantecchini et al., 2013). 
The air traffic rate has increased by more than 86% over 
the past 20 years (Cokorilo, 2020). The increase in popu-
lation has caused an increase in the demand for mobility in 
general (Saif et al., 2019). Commercial aviation, by a large 
margin, maintains its status as the safest mode of transpor-
tation and is projected to retain this distinction through-
out the current century. The civil aviation sector experi-
enced an unprecedented period of growth in the early 20th 
century (Kővári and Török, 2010), and with the increas-
ing reliance on computer systems, technological advance-
ments and improved connectivity have greatly enhanced 
aviation safety, efficiency, and customer satisfaction 
(Eißel and Peng Chu, 2014).

Numerous aspects of the aviation industry heavily 
depend on connectivity, encompassing flight operations, 
passenger reservations, cargo handling and shipping, pas-
senger embarkation and disembarkation procedures, air 
traffic control systems, and flight control navigation com-
puters, among many others. Consequently, the potential 
impact of a cyber-attack extends to a larger number of 
aviation stakeholders. Disruption to the computer sys-
tems within any of these elements could trigger a cas-
cading and catastrophic effect, causing significant eco-
nomic and social upheaval worldwide. The ramifications 
would extend beyond the aviation sector, affecting vari-
ous critical sectors such as banking and finance, telecom-
munications, healthcare, transportation, infrastructure, 
government services, education centres, power, energy 
generation, and distribution, as well as military defence 
(Eißel and Peng Chu, 2014).

According to the definition provided by Cambridge's 
dictionary, cybersecurity can be described as "ways of 
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protecting computer systems against threats such as 
viruses". Cybersecurity in the aviation sector involves the 
implementation of measures and protocols aimed at safe-
guarding computer systems from malicious attacks and 
breaches. These protective measures are crucial to main-
taining the integrity, confidentiality, and availability of 
sensitive information and critical systems within the avia-
tion industry. By fortifying the security infrastructure, the 
aviation sector can effectively counter cyber threats and 
ensure the uninterrupted operation of essential functions 
and services (Shah, 2024). The computer systems rele-
vant to aviation cybersecurity encompass a wide range of 
components, both on the ground and in flight. These sys-
tems include crucial back-end servers housing valuable 
information, as well as systems responsible for coordinat-
ing and supporting flight operations. Additionally, there 
are systems that operate mid-air during a flight, such as 
in-flight entertainment systems and electronic flight bags. 
Each of these computer systems plays a significant role 
in the overall aviation infrastructure, and ensuring their 
security is vital to protect against potential cyber threats 
and maintain the smooth functioning of aviation opera-
tions (Kagalwalla and Churi, 2019).

The introduction of cutting-edge and groundbreaking 
technology in the aviation industry has led to the intercon-
nectivity of all systems, ensuring seamless communication 
and collaboration. Furthermore, the ubiquity of the Internet 
allows access to it from any location, including high alti-
tudes more than thirty thousand feet above the ground, 
bringing unprecedented connectivity even during mid-flight 
(Almedires and Almaiah, 2021; De Gramatica et al., 2015). 
Although the implementation of state-of-the-art technol-
ogies brings significant benefits, it is crucial to acknowl-
edge the security challenges they introduce. Therefore, it 
is imperative to thoroughly assess these potential risks and 
develop comprehensive strategies to effectively mitigate 
and counter any threats that may arise. Proactive planning 
and robust security measures are essential to ensure the 
continued integrity and safety of these advanced systems 
(Kagalwalla and Churi, 2019; Nobles, 2017).

This paper is structured as follows. It begins with a 
background section that outlines the current cybersecurity 
landscape in the aviation industry. Next, the importance of 
cybersecurity is discussed, supported by real-world exam-
ples of cyber-attacks in aviation. The subsequent section 
briefly explores key applications of cybersecurity in avi-
ation, including air traffic management (ATM) security 
and the protection of critical systems. Finally, the paper 

examines the challenges faced in implementing effective 
cybersecurity measures in aviation, considering evolving 
threats and the need to balance security with operational 
efficiency. This structured approach aims to provide a 
comprehensive understanding of the role of cybersecurity 
in safeguarding the aviation industry against cyber threats.

2 Background
The rise in cyber-attacks indicates the susceptibility of com-
puter systems and networks, which is further exacerbated 
by outdated systems and inadequate information assurance 
practices. The vulnerability of critical infrastructures to 
cyber-attacks remains a major concern for both public and 
private organizations, primarily due to national security 
implications. Cybercriminals, hackers, and hostile nations 
are continually developing sophisticated capabilities to 
carry out these attacks. The cyber domain holds allure for 
terrorists due to its low cost, the potential to remain anony-
mous, and the ability to launch attacks at their convenience 
(Jarvis et al., 2013). Current data shows a consistent annual 
increase in the number of attacks (Odekon, 2015), making it 
only a matter of time before terrorists execute a devastating 
cyber-attack on a valuable critical infrastructure. The grow-
ing reliance on technological advancements, combined with 
the overdependence on outdated systems, escalates the 
risks associated with cyber security, leaving critical infra-
structures, including the transportation sector, vulnerable 
to exploitation.

Cyberattacks have evolved beyond being an isolated 
objective and have become a powerful tool for achieving 
diverse purposes. The range of potential cyberattacks is only 
constrained by the imagination and creativity of those who 
execute them. Broadly speaking, cyberattacks can be clas-
sified into three categories based on their impact on infor-
mation: attacks that compromise confidentiality, attacks that 
compromise integrity, and attacks that compromise avail-
ability (Janisz et al., 2016). All other types of cyberattacks 
can be considered variations or derivatives of these fun-
damental categories. It is important to emphasize that the 
core components of information security, and consequently 
cybersecurity, revolve around the principles of confidenti-
ality, integrity, and availability, commonly referred to as 
the CIA triad (Janisz et al., 2016; Ukwandu et al., 2022). 
These three aspects form the fundamental pillars of ensur-
ing the protection and robustness of information.

In 2022, a thorough investigation was undertaken by 
Ukwandu et al. (2022) to conduct a comprehensive study. 
The primary objective of their research was to identify and 
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analyze cyber-security incidents reported within the avia-
tion sector spanning the years 2001 to 2021. The conducted 
research concluded that in the examination of the analyzed 
attacks, a significant portion of 71% was dedicated to the 
exploitation of login credentials, including administrative 
passwords, through illicit means such as malicious hack-
ing. The primary objective of these attacks was to gain 
unauthorized access to the IT infrastructure. Following 
closely behind were denial-of-service attacks, specifically 
the notorious distributed denial of service (DDoS) attacks, 
accounting for 25% of the total. These attacks were 
designed to compromise data availability. Furthermore, a 
smaller subset of approximately 4% targeted the manipu-
lation of file integrity, either by intercepting files during 
transit or when stored, with the intention of corrupting 
them. Fig. 1 illustrates these findings.

3 Importance
Aviation safety holds the utmost significance and could 
be very costly (Čokorilo et al., 2010), and the advance-
ments in technology, particularly in electronics and com-
puting, have brought about significant transformations in 
the aviation industry over the past few decades. An air-
craft is a complex entity comprising various mechanical 
and electronic subsystems that are controlled by software 
(Cavka and Cokorilo, 2012). It is often remarked within 
the aviation community that a modern aircraft can be lik-
ened to "a computer with wings." (Zalewski et al., 2019).

In contemporary aircraft, there are numerous soft-
ware-intensive systems in place, such as flight control sys-
tems equipped with autopilot capabilities, displays, nav-
igation systems, communication systems, engine control 
systems, ground steering mechanisms, thrust reversers, 
air data systems, landing gear systems, collision avoid-
ance systems, environmental control systems, electrical 
power systems, in-flight entertainment systems, and more 

(Bagdi et al., 2023; Jakovljević et al., 2017; Sándor, 2019). 
It is evident that different systems may have varying 
impacts on the overall safety of the aircraft. This inte-
gration of software-intensive systems in aviation high-
lights the critical role that software plays in ensuring the 
safe operation of aircraft. These systems are vital for the 
control, communication, navigation, and various other 
functions necessary for the safe and efficient operation 
of an aircraft. However, they also introduce new chal-
lenges and considerations in terms of system reliability, 
software security, and potential vulnerabilities that may 
affect the overall safety of the aircraft. In the year 2014, 
the occurrence of cyber-attacks reached unprece-
dented levels, surpassing 40 million incidents, mark-
ing a significant 50 percent surge compared to the pre-
vious year (Nobles, 2017; Shackelford and Bohm, 2016). 
This sharp increase in cyber-attacks highlights the esca-
lating nature of the threat landscape during that period 
(Dombrowski and Demchak, 2014). The cumulative finan-
cial losses resulting from significant cyber-attacks have 
been approximated at an astounding figure of 700 bil-
lion dollars (Shackelford and Bohm, 2016). This substan-
tial amount emphasizes the immense economic impact 
of cyber-attacks and underscores the urgency for effec-
tive cybersecurity measures to mitigate such financial 
ramifications. In today's interconnected world, as indi-
viduals and organizations increasingly rely on cyber-
space for their daily operations, malicious actors and 
cybercriminals are also capitalizing on this digital land-
scape to instil fear, intimidate, steal, and engage in vari-
ous forms of criminal activities. The borderless nature of 
cyberspace, coupled with the presence of valuable access 
points worldwide, creates an environment that is highly 
attractive to cybercriminals. This can be exemplified by 
the staggering numbers, with 1.5 billion Internet users 
and 4.5 billion cell phone users, highlighting the vast 
potential for cybercriminals to exploit this widespread 
connectivity (Nielsen, 2012). Cyberspace serves as an 
ideal platform for cyber terrorists to operate covertly or 
overtly due to its inherent characteristics. The anonym-
ity and global reach provided by cyberspace offer these 
malicious actors fertile ground to carry out their activi-
ties. They can hide their identities, launch attacks from 
any location, and target individuals, organizations, or 
even critical infrastructures with relative ease. In previous 
years, many cyber-attack was reported against aviation. 
For instance, in March 2012, a report titled "Assessing 
cyber threats to Canadian infrastructure" highlighted that 

Fig. 1 Categorization of cyber attacks based on the security triad 
(Ukwandu et al., 2022)
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various elements of the Canadian infrastructure, includ-
ing passenger and cargo flights, as well as airport facili-
ties, have been targeted in acts of terrorism conducted by 
al-Qaeda as part of their economic jihad against Western 
nations (Klenka, 2021). Specifically, a plot referred to as 
"Operation Overt" by British law enforcement agencies in 
2006 resulted in the apprehension, conviction, and sub-
sequent sentencing to life imprisonment of a terrorist 
cell inspired by al-Qaeda (Klenka, 2021). This cell had 
planned suicide bombing attacks on trans-Atlantic flights 
bound for North America, In the aftermath of a foiled 
plot in 2010, known as "Operation Hemorrhage", where 
an attempt was made to detonate an explosive device on 
an air cargo flight over eastern North America, the opera-
tional planner affiliated with al-Qaeda revealed their pri-
mary objective (Gendron and Rudner, 2012). Rather than 
aiming to inflict maximum casualties, their intention was 
to inflict substantial financial losses on the American 
economy. This strategic approach highlights the broader 
motivations of such terrorist organizations, emphasizing 
their desire to disrupt economic stability and create wide-
spread fear and disruption through targeted attacks on 
critical infrastructure like the aviation industry. In April 
2014, a member of the Shumouk Al-Islam jihadist forum 
engaged in a discussion regarding the findings of Hugo 
Teso, a Spanish expert. Teso had discovered a potential 
method for hijacking aeroplanes by exploiting vulnerabil-
ities in the Android smartphone platform (Iasiello, 2013). 
This method involved gaining unauthorized access to the 
plane's steering system, which could potentially result in 
a catastrophic plane crash. The discussion on the forum 
highlighted the alarming implications of such vulnera-
bilities and the potential threats posed to aviation secu-
rity, emphasizing the need for robust measures to address 
and mitigate these risks. In January 2015, a group calling 
themselves the‚ Lizard Squad – Official Cyber Caliphate' 
claimed responsibility for breaching the website of 
Malaysia Airlines. While the group was able to deface the 
website, the company asserted that no unauthorized access 
had occurred to their server (Urban, 2017). These incidents 
underscore the ongoing threat posed by terrorist organiza-
tions to the aviation sector and the importance of robust 
security measures to prevent such attacks and safeguard 
the safety of passengers and aviation infrastructure. It is 
important to acknowledge the challenges in quantifying 
the financial losses resulting from cybersecurity breaches 
(Ukwandu et al., 2022; Zalewski et al., 2019). The lack 
of transparency in record-keeping, documentation, and 

public disclosure of relevant incidents hinders the accu-
rate assessment of these losses for public knowledge. 
The monetary value of industry payments due to cyber-
crime, including compensation to victims and ransom 
payments during ransomware attacks, remains undis-
closed and unrecorded. Additionally, the extent of disrup-
tions experienced by airports, such as shutdowns and the 
number of lost flight hours resulting from cyber incidents, 
are not documented (Ukwandu et al., 2022). This lack of 
transparency and comprehensive reporting makes it diffi-
cult to fully understand the economic impact of cyber-at-
tacks on the aviation industry. It also underscores the 
need for improved data collection and sharing practices 
to gain insights into the scale and consequences of cyber 
incidents. Enhancing transparency and disclosure would 
not only facilitate a better understanding of the financial 
implications but also enable stakeholders to develop more 
effective strategies to prevent and respond to cyber threats 
in the aviation sector.

4 Applications of cybersecurity in aviation
The aviation industry is heavily reliant on digital sys-
tems and interconnected networks, making it suscepti-
ble to various cyber threats (Abeyratne, 2020). To safe-
guard critical infrastructure and ensure the safety and 
efficiency of aviation operations, cybersecurity appli-
cations play a vital role. One essential application is the 
protection of aircraft systems, which encompass flight 
control, communication, navigation, and entertainment 
systems (Habler et al., 2022). Robust cybersecurity mea-
sures are necessary to prevent unauthorized access, tam-
pering, and disruption that could compromise flight safety. 
Additionally, the security of air traffic management sys-
tems is crucial to ensure the safe routing and coordina-
tion of aircraft. This involves safeguarding radar systems, 
communication networks, and ground control systems 
from cyber threats (Szyliowicz, 2004). Airport security 
is another crucial aspect, as surveillance cameras, access 
control systems, and baggage handling systems must be 
protected to prevent unauthorized access and disrup-
tions to airport operations (Gopalakrishnan et al., 2013; 
Kelemen, 2003). Data protection is paramount, requir-
ing stringent measures to safeguard sensitive information 
such as passenger data and flight plans (Enerstvedt, 2017). 
Advanced threat intelligence tools and continuous mon-
itoring systems are employed to detect and respond to 
cyber threats in real-time. Effective incident response 
and recovery protocols are established to minimize the 
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impact of cyber incidents and swiftly restore normal oper-
ations (Niksic and Arıkan Ozturk, 2022). Moreover, reg-
ular cybersecurity training and awareness programs are 
conducted to foster a strong cybersecurity culture among 
aviation personnel (Dave et al., 2022). By implementing 
these cybersecurity applications, the aviation industry can 
enhance its resilience and mitigate risks posed by evolv-
ing cyber threats. In this section, the authors illustrate the 
main applications of cybersecurity in the aviation field.

4.1 Air traffic management (ATM) security
Air traffic management (ATM) systems play a crit-
ical role in safeguarding aviation safety by ensur-
ing the effective separation of aircraft from both each 
other and potential obstacles present on the ground 
(Grebenšek and Magister, 2012). According to a study 
made by (Čokorilo, 2020), it was found that until the year 
2000, ATM (air traffic management) controllers were 
involved in approximately 17% of aircraft accidents. 
The validation process for both the infrastructure and 
ATM systems necessitates multiple iterations to guar-
antee their compliance with technical readiness levels 
and safety requirements (Stelkens-Kobsch et al., 2017). 
Although established safety procedures for designing, 
implementing, and operating ATM systems are well-de-
fined, there has been a noticeable absence of an equiva-
lent procedure that focuses specifically on cybersecurity 
(Rezo and Steiner, 2020; Stelkens-Kobsch et al., 2017). 
Engaging in wrongful acts, such as blocking, intercept-
ing, or manipulating information associated with ATM 
systems or unauthorized access to them, can introduce 
significant risks to flight safety. Consequently, imple-
menting security measures that ensure confidentiality, 
prevent unauthorized disclosure, maintain data integrity, 
prevent improper or malicious modifications, and guaran-
tee information availability when required becomes cru-
cial. These security requirements are not only essential for 
protecting the integrity of ATM systems but also for safe-
guarding human lives (Asgari et al., 2016)

To address cyber threats and mitigate risks effectively, 
it is imperative to identify and manage cybersecurity risks 
throughout the entire lifecycle of ATM systems, including 
their design, implementation, and operation. Taking a pro-
active approach by incorporating cybersecurity measures 
from the outset is essential to ensure ATM systems' long-
term resilience and security (Stelkens-Kobsch et al., 2017).

SESAR (single european sky ATM research) and the 
next generation air transportation system (NextGen) are 

two prominent programs aimed at modernizing and trans-
forming air traffic management (ATM) systems in Europe 
and the United States, respectively (Brooker, 2008). 
Europe's SESAR initiative is structured into three phases, 
each with specific goals and objectives (Keller, 2007). 
The first phase, which took place from 2004 to 2008, 
focused on developing new concepts of operation for 
air traffic management (Bolić and Ravenhill, 2021; 
Keller, 2007). Building upon these initial concepts, the 
development phase spanning from 2008 to 2013 con-
centrated on the implementation of innovative technolo-
gies to improve the safety, efficiency, and environmental 
impact of ATM operations (Bolić and Ravenhill, 2021; 
Keller, 2007). The deployment phase spanned from 2014 
to 2020. This phase aimed to bring significant changes to 
trajectory management by introducing 4D trajectories. 
This approach involves planning the location of aircraft 
over time, from their point of departure, to achieve greater 
operational efficiencies (Bolić and Ravenhill, 2021). 
By avoiding the need for frequent trajectory adjustments 
as aircraft transition between sectors, inefficiencies can 
be minimized. This new vision also emphasizes the coor-
dination of trajectories across member states through 
the integrated exchange of data, encompassing proposed 
routings, meteorological information, and airport details 
(Keller, 2007). Facilitating this secure communication 
and information exchange among ATM stakeholders is the 
SESAR system-wide information management (SWIM) 
middleware, which provides the necessary mechanisms 
for efficient and reliable data sharing. Through these 
phases and advancements, SESAR strives to revolution-
ize ATM operations in Europe, enhancing safety, effi-
ciency, and collaboration among aviation stakeholders 
(Bolić and Ravenhill, 2021; Keller, 2007).

The NextGen initiative, the United States counterpart to 
SESAR, is a comprehensive project that is scheduled to be 
implemented from 2012 to 2025 (Brooker, 2008). Similar 
to SESAR, NextGen aims to achieve various objectives, 
including reducing flight distances, fuel consumption, and 
holding times for airport arrivals while enhancing safety 
through improved separation procedures (Brooker, 2008; 
Darr et al., 2008). The coordination of NextGen is over-
seen by the joint planning and development office (JPDO), 
which is comparable to the SESAR joint undertaking (SJU) 
(Brooker, 2008). NextGen incorporates four key technolo-
gies to transform the U.S. aviation system. The automatic 
dependent surveillance-broadcast (ADS-B) technology 
is particularly significant as it replaces traditional radar 
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infrastructure. Instead, aircraft utilize GPS enhancements 
to track their position and broadcast it to both ground sta-
tions and other aircraft (Becker et al., 2009). Similar to 
SESAR, NextGen also relies on precise meteorological data 
to optimize routes (Becker et al., 2009; Bolczak et al., 2009). 
The next generation network enabled weather (NNEW) sys-
tem is a crucial component within the future U.S. National 
Airspace system, ensuring accurate and timely weather 
information (Bradford, 2014). Improved communication is 
facilitated by the implementation of a standardized national 
airspace system voice switch (NVS) to enhance airspace 
communications (Darr et al., 2008). Lastly, the next gen-
eration data communications infrastructure serves as a 
major component of NextGen, relying on increased digital 
data exchange to support the program's optimization objec-
tives, aligning with SESAR's emphasis on data exchange 
for optimization purposes (Brooker, 2008). In summary, 
NextGen is a significant initiative in the United States 
aimed at transforming air transportation. It shares similari-
ties with SESAR, including objectives related to route opti-
mization, fuel savings, capacity enhancement, and safety 
improvements (Bradford, 2014). Key technologies, such as 
ADS-B, NNEW, NVS, and enhanced data communications 
infrastructure, are at the core of NextGen's implementation 
strategy, enabling advanced surveillance, accurate weather 
information, improved communication, and increased dig-
ital data exchange (Becker et al., 2009). By implementing 
these technologies, NextGen aims to revolutionize the U.S. 
aviation system and achieve its optimization goals.

4.2 Blockchain 
Blockchain technology has emerged as a groundbreaking 
tool within the financial sector, initially gaining recog-
nition as the underlying platform for the cryptocurrency 
Bitcoin (Vujičić et al., 2018). However, its applicability 
and value extend far beyond cryptocurrency, finding util-
ity in various entrepreneurial sectors. At its core, block-
chain is a decentralized database that relies on a network 
of computers to maintain and validate transactions, elim-
inating the risk of misinformation. To illustrate its poten-
tial, consider a scenario where a bank aims to assess the 
creditworthiness of a prospective client. By leveraging the 
transparency and immutability of blockchain, the bank can 
trace and analyze the detailed transaction history recorded 
within the blockchain (Hassani et al., 2018). This enables a 
more accurate evaluation, reducing the reliance on poten-
tially unreliable or incomplete information.

Conceptually, a blockchain can be likened to a ledger, 
such as a spreadsheet akin to Excel. However, unlike a 
traditional spreadsheet, where data can be easily modi-
fied, information stored within a blockchain is immutable. 
This immutability ensures the integrity and trustworthi-
ness of the recorded data. Furthermore, blockchain's secu-
rity is bolstered through cryptographic mechanisms, mak-
ing it highly resistant to hacking attempts. Notably, there 
is no central authority governing the blockchain, as the 
information is distributed among multiple nodes in the 
network rather than being centralized or decentralized.

The operation of a blockchain relies on a consensus algo-
rithm, which determines the inclusion of data within the 
blockchain based on the agreement of its network partici-
pants (Porter and Heppelmann, 2014). This consensus mech-
anism ensures that all participants reach a common under-
standing and validation of transactions, fostering trust and 
reliability within the system. When fully automated, block-
chain promises increased transparency, enabling informed 
business decisions, heightened accountability, and consis-
tent execution of processes. Blockchain technology offers 
immense potential beyond its origins in cryptocurrency. Its 
decentralized nature, immutability, and cryptographic secu-
rity provide entrepreneurs with a robust tool to track trans-
actions, mitigate the risk of misinformation, and foster trans-
parency. With the ability to automate processes and ensure 
consensus among participants, blockchain holds promise for 
enhancing decision-making, accountability, and execution 
within businesses (Stylianou et al., 2015).

Blockchain technology has significant potential in 
the field of air transport for managing and sharing data 
sources. For instance, in processes like advance passen-
ger information (API) (Banerjea-Brodeur, 2003), and 
passenger name records (PNR), where data records are 
involved, Blockchain can offer a secure platform for shar-
ing data and information. Similarly, ticketing and loyalty 
programs can be streamlined by using Blockchain to sell 
e-tickets in real-time through partner airlines within alli-
ances. Additionally, loyalty program points can be inte-
grated into the Blockchain system, allowing passengers to 
use their earned points as currency.

In the realm of air freight, Blockchain can greatly reduce 
the burden of paperwork by digitizing the various informa-
tion required for freight management. Personnel licensing 
and aircraft registration can also benefit from Blockchain's 
anti-tampering mechanism, ensuring the accuracy and 
security of records. Blockchain can function as a registry of 
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mobile assets, potentially replacing the international reg-
istry of mobile assets (Altenhoff et al., 2019). Furthermore, 
Blockchain can be extended to transactions within the avi-
ation industry, including aircraft leasing, parts purchas-
ing, and tracking flight operation costs, all of which can 
be recorded in the decentralized database.

Regulatory authorities can leverage Blockchain to 
monitor service providers and their compliance with 
regulations effectively. By storing contracts in trans-
parent digital databases with robust security measures, 
Blockchain provides assurance to aircraft manufactur-
ers and airlines that their contracts will remain intact and 
protected from hacking, deletion, tampering, or revision 
(Adhikari and Davis, 2020). Each transaction, payment, 
or task recorded in the Blockchain database is identifi-
able, verifiable, and properly stored, eliminating the need 
for intermediaries such as lawyers, brokers, and bank-
ers. This allows seamless transactions between machines 
and individuals, revolutionizing the way business is con-
ducted and facilitating economies and social systems 
(Iansiti and Lakhani, 2017).

However, Blockchain technology does have limita-
tions. From a legal perspective, it can be challenging to tie 
Blockchain to a specific jurisdiction as the servers hosting 
the digital ledger can be located anywhere. This poses a 
legal challenge in identifying the location of transactions 
or addressing fraud or erroneous transactions. The ano-
nymity provided to Blockchain users can also bring 
about concerns regarding transparency and accountabil-
ity (De Filippi and Wright, 2018). Additionally, while 
Blockchain introduces efficiency in operations, users must 
have a clear understanding of how it can be applied to 
achieve their specific objectives.

Finally, Blockchain technology presents numerous 
opportunities for improving various aspects of the avi-
ation industry, including data management, ticketing, 
freight, regulatory compliance, and contractual pro-
cesses. While there are legal and operational consider-
ations, the adoption of Blockchain can drive innovation, 
streamline operations, and enhance security within the 
aviation sector.

4.3 Airports
Airports have a significant impact on the global econ-
omy as they serve as hubs for connecting people world-
wide (Mirosavljević et al., 2012; Selymes et al., 2010), 
promoting business expansion, facilitating international 
tourism, and generating revenue through commerce and 

taxes (Distefano and Leonardi, 2014; Florida et al., 2015). 
Research studies have highlighted the correlation between 
airports and regional economic growth, emphasizing 
the importance of accessibility in fostering tourism and 
enabling collaboration between geographically distant 
businesses, as well as facilitating the swift transporta-
tion of goods and accelerating trade (Baker et al., 2015; 
Florida et al., 2015). Additionally, airports contribute to 
local economies by creating employment opportunities 
during construction and for various operational tasks, 
including management, maintenance of airport infrastruc-
ture and aircraft, and day-to-day operations. Consequently, 
airports undergo gradual modernization to accommodate 
the ever-increasing number of travellers and enhance ser-
vice quality by adopting emerging technologies. 

As airports continue to expand their infrastructure 
complexity, they are now involving a greater number of 
stakeholders. To enhance their effectiveness, airports 
are leveraging the Internet of Things (IoT) technology 
and intelligent applications, enabling interoperability. 
According to Pethuru (Raj and Raman, 2017), the evolu-
tion of airports can be categorized into three main phases:

• Airport Phase 1.0 (Basic): In this phase, airports pri-
marily focus on the essential capabilities required for 
the safe and efficient management of aircraft opera-
tions, such as landings and departures. They offer 
basic passenger services, including check-in, board-
ing, security, baggage handling, and modest retail, 
food, and beverage services.

• Airport Phase 2.0 (Agile): As airports adapt to the 
changing digital landscape, they embrace enabling 
technology collaboration throughout their opera-
tions, spanning different business units. These air-
ports implement a converged network architecture 
that facilitates shared services on a unified platform, 
covering the entire airport.

• Airport Phase 3.0 (Smart): In the smart airport 
phase, airports fully harness the potential of emerg-
ing IoT technologies, leveraging advanced and per-
vasive sense-analyze-respond capabilities. The air-
port's digital grid becomes its nervous system, 
enabling comprehensive management of every inter-
action point. By facilitating real-time information 
exchange, fostering collaboration, and integrating 
processes across the entire airport, smart airports 
greatly enhance operational efficiencies, passenger 
services, and advanced security capabilities.
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In accordance with G. Lykou et al. (Lykou et al., 2018), 
airports in Europe and the USA have undergone a classi-
fication process into Basic, Agile, and Smart categories. 
This classification is determined based on the airports' 
self-assessment of their smart airport status and their 
reported utilization of IoT applications within their facili-
ties. The purpose of this classification is to provide a more 
comprehensive evaluation of airports' cybersecurity pre-
paredness by considering the complexity of their informa-
tion and communication technology (ICT) infrastructure 
and their level of technological advancement. The out-
comes of this classification reveal that 16% of airports fall 
into the Basic category, while 56% are classified as Agile, 
and the remaining 28% are designated as Smart airports, 
and these statistics are visually represented in Fig. 2. 

These evolutionary phases demonstrate how airports 
are embracing technological advancements to transform 
their operations and provide improved services. By lever-
aging IoT and advanced analytics, smart airports optimize 
their infrastructure and enhance their ability to manage 
interactions, ultimately delivering enhanced operational 
efficiency, superior passenger experiences, and advanced 
security measures (Alansari et al., 2019). As per the euro-
pean union agency for cybersecurity (ENISA), smart air-
ports are defined as airports that leverage networked and 
data-driven response capabilities. These capabilities serve 
two primary objectives: enhancing the travel experience 
for passengers and ensuring higher levels of security for 
the safety of passengers, operators, and the general pub-
lic (European Union Agency for Cybersecurity, 2017). 
Given that safety and security are paramount in the avia-
tion industry, it is crucial to proactively address complex 

cybersecurity challenges to maintain a safe environ-
ment while minimizing disruptions to airport opera-
tions. One key aspect of cybersecurity in smart air-
ports is the protection of critical infrastructure and data 
(Khadonova et al., 2020). As airports become more inter-
connected, with numerous systems and devices connected 
to the IoT, they become potential targets for cyber threats 
(Bouyakoub et al., 2017). Therefore, implementing strin-
gent access controls, encryption mechanisms, and intru-
sion detection systems is vital to safeguarding sensitive 
information and infrastructure integrity.

Moreover, collaboration and information sharing 
among airport stakeholders play a crucial role in strength-
ening cybersecurity. Airports must establish strong part-
nerships with airlines, government agencies, law enforce-
ment bodies, and cybersecurity organizations to exchange 
threat intelligence, best practices, and response strategies. 
By fostering a collective defence approach, smart airports 
can enhance their ability to detect, prevent, and respond to 
cyber incidents effectively.

Another critical aspect of cybersecurity in smart 
airports is the training and awareness of personnel 
(Bite, 2010). Employees at all levels, from frontline staff 
to senior management, should receive comprehensive 
cybersecurity training to understand the potential risks, 
recognize suspicious activities, and follow secure prac-
tices (Göçmen, 2021). Regular drills and simulations can 
also help in testing incident response plans and ensuring 
preparedness for various cyber threats. To maintain con-
tinuous cybersecurity improvement, smart airports must 
conduct regular vulnerability assessments and penetration 
testing to identify potential weaknesses in their systems. 
By conducting proactive risk assessments and staying up 
to date with emerging cyber threats, airports can address 
vulnerabilities promptly and apply necessary patches and 
security updates (Alansari et al., 2019). Furthermore, 
compliance with regulatory standards and frameworks is 
essential for smart airports. Adhering to industry-specific 
regulations and guidelines, such as the international civil 
aviation organization's (ICAO) cybersecurity framework, 
can provide a roadmap for implementing robust cyberse-
curity measures. Additionally, engaging third-party audi-
tors to conduct independent security assessments can help 
validate the effectiveness of cybersecurity controls.

Finally, as airports embrace digital transformation and 
enter the era of smart airports, cybersecurity becomes 
a critical aspect of their operations. By adopting a Fig. 2 Airports' classification based on IoT apps in Europe and USA
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comprehensive approach that encompasses technological 
measures, collaboration, employee training, vulnerability 
assessments, and regulatory compliance, smart airports 
can mitigate cybersecurity risks and ensure the safety and 
seamless functioning of their operations in an increas-
ingly interconnected world.

4.4 Aircraft systems protection
With the rapid digitization of aircraft systems, the avia-
tion industry has experienced a significant transformation, 
resulting in increased interconnectivity and reliance on 
advanced technologies (Haass et al., 2016). However, this 
model shift has also introduced new and complex cyberse-
curity challenges, making robust protection mechanisms 
a pressing concern (Abeyratne, 2020; Haass et al., 2016). 
This section provides an overview of the most crucial 
strategies and technologies employed to mitigate poten-
tial risks, emphasizing the need for comprehensive protec-
tion measures to enhance the security posture of aircraft 
systems and ensure the safety, reliability, and integrity of 
air transportation: threat landscape analysis.

Conducting a thorough analysis of the threat landscape 
is a fundamental aspect of aircraft systems' protection 
(Choo, 2011). This analysis encompasses both internal and 
external threats that pose potential risks to aviation infra-
structure. Internal threats may include malicious insiders, 
disgruntled employees, or inadvertent errors, while exter-
nal threats encompass malicious actors, unauthorized 
access attempts, and potential vulnerabilities within air-
craft systems (Choo, 2011; Iasiello, 2013). Understanding 
the specific threats and their potential impact is crucial for 
developing appropriate security controls and countermea-
sures (Iasiello, 2013). Threat modelling techniques, vul-
nerability assessments, and penetration testing can aid in 
identifying weaknesses and vulnerabilities within aircraft 
systems, enabling proactive risk mitigation strategies: 
secure system design.

Designing aircraft systems with security in mind is 
paramount to establishing a strong foundation for protec-
tion (Moir and Seabridge, 2012). Secure coding practices, 
such as following secure development methodologies, 
and adhering to industry best practices, play a vital role 
in mitigating vulnerabilities (Moir and Seabridge, 2012). 
Emphasizing secure software development life cycles and 
conducting code reviews can help identify and address 
potential security flaws early in the development pro-
cess. Robust authentication mechanisms, including 

multifactor authentication and strong encryption proto-
cols, enhance the integrity and confidentiality of aircraft 
systems (Jenkinson et al., 1999; Kundu, 2010). The adop-
tion of secure communication protocols and encryption 
standards strengthens data protection and confidentiality 
during data transmission between components of aircraft 
systems (such as avionics, communication systems, and 
ground infrastructure): network segmentation.

Network segmentation is a critical defence mechanism 
for protecting aircraft systems (Simpson and Foltz, 2021). 
By dividing the network into distinct segments or zones, 
each with its own security controls and access permis-
sions, the potential for lateral movement by attackers is 
significantly reduced (Wagner et al., 2016). Network seg-
mentation enables the compartmentalization of criti-
cal systems and limits the blast radius in the event of a 
breach. By isolating different components and functional-
ities, such as flight controls, avionics, passenger services, 
and maintenance systems, potential attackers face addi-
tional hurdles in compromising the entire aircraft system. 
Moreover, segmenting the network helps prevent unau-
thorized access to critical systems and reduces the attack 
surface (Simpson and Foltz, 2021). Implementing strong 
network access controls, firewalls, and intrusion preven-
tion mechanisms at segment boundaries further fortifies 
the security of aircraft systems: intrusion detection and 
prevention systems (IDPS).

Deploying intrusion detection and prevention systems 
(IDPS) is crucial for proactive protection of aircraft sys-
tems (De Cerchio and Riley, 2011). IDPS continuously 
monitors network traffic, analyzing it in real-time to 
detect anomalous behaviour and potential cyber threats 
(Sharifi et al., 2014). Advanced techniques such as machine 
learning, behavioural analysis, and anomaly detection 
algorithms enable IDPS to identify deviations from nor-
mal patterns, detect known attack signatures, and dis-
cover new attack vectors (Sharifi et al., 2014). Upon detec-
tion, IDPS generates alerts or triggers automated actions 
to mitigate risks promptly (Scarfone and Mell, 2007). 
Integrating IDPS into the aircraft systems' infrastructure 
adds an additional layer of defence, augmenting the over-
all security posture (Guan et al., 2020). However, careful 
consideration should be given to the performance impact 
and potential false positives to avoid operational disrup-
tions: patch management and updates.

Regular and timely patch management is criti-
cal to maintaining the security of aircraft systems 
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(De Cerchio and Riley, 2011; Thanthry and Pendse, 2004). 
As vulnerabilities are discovered, software vendors 
release security patches and updates to address these 
weaknesses (Ladstaetter et al., 2011). Promptly applying 
these patches and updates helps mitigate known vulnera-
bilities, reducing the likelihood of successful cyber attacks 
(Bogoda, n.d.; Ladstaetter et al., 2011). A robust patch 
management process, which includes thorough testing of 
patches before deployment, ensures the timely application 
of necessary updates while minimizing disruption to air-
craft operations (Zalewski et al., 2019). Automation tools 
and centralized patch management systems can stream-
line the patch deployment process, ensuring consistent 
and efficient updates across the entire ecosystem of air-
craft systems: collaboration among stakeholders.

Collaboration among various stakeholders is 
essential for effective protection of aircraft systems 
(Amaeshi and Crane, 2006). This collaborative approach 
involves sharing threat intelligence, best practices, and 
response strategies among airlines, government agencies, 
law enforcement bodies, and cybersecurity organizations 
(Abeyratne, 2020; Amaeshi and Crane, 2006). Establishing 
information, sharing platforms, participating in joint 
exercises, and coordinating incident response mecha-
nisms facilitate timely and effective responses to emerg-
ing cyber threats (Abeyratne, 2020; Habler et al., 2022). 
Public-private partnerships, industry consortiums, and 
regulatory frameworks that encourage collaboration 
can foster a collective defence approach, enabling pro-
active identification and mitigation of potential risks 
 (Payán-Sánchez et al., 2018). Regular communication 
channels, training programs, and collaboration frame-
works enhance the collective knowledge and expertise of 
stakeholders involved in safeguarding aircraft systems.

Finally, aircraft systems' protection is a critical aspect 
of cybersecurity in aviation, ensuring air transportation's 
safety, reliability, and integrity in the face of evolving 
cyber threats (Abeyratne, 2020). By implementing compre-
hensive strategies that encompass threat landscape anal-
ysis, secure system design, network segmentation, IDPS 
deployment, regular patch management, and collaboration 
among stakeholders, the aviation industry can enhance 
the security posture of aircraft systems (Urban, 2017). 
Continuous monitoring, regular staff training on cyberse-
curity best practices, and active engagement with emerg-
ing technologies is essential for staying ahead of evolv-
ing threats (Kagalwalla and Churi, 2019). With a robust 

and proactive approach to aircraft systems' protection, the 
industry can safeguard critical aviation infrastructure, 
adapt to emerging cyber threats, and secure the future of 
aviation in the digital age (Abeyratne, 2020).

5 Challenges
The aviation industry faces significant challenges in main-
taining cybersecurity due to limited resources, budget con-
straints, and a shortage of expertise in the field. Each year, 
the number and complexity of cyber threats targeting avi-
ation systems continue to rise dramatically. According to 
a 2018 survey conducted by SITA on Airline IT Trends, 
a major obstacle to implementing cybersecurity measures 
is the lack of resources, affecting 78% of organizations 
(Κοσσένα, 2019). This challenge is compounded by lim-
ited budgets allocated to cybersecurity, which is a prob-
lem for 70% of organizations. However, investments in 
cybersecurity by airlines and airports have been steadily 
increasing and are expected to reach a total of $3.9 billion 
in 2040 (Babić et al., 2017). Despite this, smaller regional 
airlines may struggle to allocate sufficient funds to cyber-
security, leaving them more vulnerable to cyber-attacks 
compared to larger international carriers.

According to Cerchio et al. (De Cerchio and Riley, 2011), 
the recruitment and retention of cybersecurity experts is 
another critical issue which affects 47% of organizations, 
along with the availability of training facilities for staff 
at 56%. Training employees to effectively counter evolv-
ing cyber threats is a complex task that requires highly 
experienced personnel and adequate resources to simulate 
threat scenarios. Developing skills and expertise is cru-
cial in protecting airborne network environments from 
cyber-attacks. To address these challenges, airlines need 
to augment their internal resources with external exper-
tise. Securing operational technologies like supervisory 
control and data acquisition (SCADA) and industrial con-
trol systems (ICS) presents a challenge for 38% of organi-
zations (Kagalwalla and Churi, 2019). SCADA technology 
is particularly adept at secure data logging, access control, 
and automation. Its scalability, robustness, and reliability 
make it suitable for critical processes in aviation, where 
security and performance are paramount. While data pro-
tection is considered essential, it remains a problem for 
many organizations. The constant introduction of new 
functionalities and technologies in the aviation industry 
increases the number of potential attack vectors that need 
analysis. Securing each vector becomes challenging in a 
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rapidly evolving technological landscape. Areas such as 
cloud computing and the internet of things (IoT), widely 
utilized by airlines, also require monitoring and protec-
tion. The insider threat is another significant challenge 
in implementing aviation cybersecurity, involving airline 
employees or individuals with knowledge of protocols and 
vulnerabilities. Continuously monitoring the actions of 
employees presents a daunting task. The interconnected 
systems within the aviation industry support efficient air 
traffic management operations, but they also raise the risk 
of cyber-attacks. As a critical infrastructure and a vital 
participant in passenger transportation and commerce, the 
global aviation sector remains a primary target for mali-
cious actors seeking to cause substantial harm or damage 
reputation (Iasiello, 2013). According to another study 
conducted by PricewaterhouseCoopers (Tonn et al., 2019), 
it was found that a significant proportion of airline CEOs, 
precisely 85%, have expressed their concerns regard-
ing cybersecurity risks; this percentage is notably higher 
compared to CEOs in other industries, where 61% have 
reported similar concerns, this data highlights the elevated 
level of apprehension among airline executives regarding 
potential cybersecurity threats.

Aviation ICT environments often include legacy sys-
tems or applications with less secure communication 
mechanisms, such as the ADS-B system. These systems 
lack protection, encryption, and proper security mea-
sures, increasing the potential risk of security breaches. 
Mission-critical systems like flight information display 
systems, airfield lighting controls, baggage handling sys-
tems, and access control devices are particularly vulner-
able (Murphy et al., 2015). The security threats to civil 
aviation operations are sophisticated and challenging to 
manage (Lekota and Coetzee, 2019). Several cyber-at-
tacks within the aviation community have been reported 
between 2013 and 2018 (Gopalakrishnan et al., 2013). 
Various initiatives have been implemented to enhance 
aviation cybersecurity in response to these challenges. 
The US aviation and transportation security act (ATSA) 
and post-9/11 regulations provide a framework to pre-
vent further attacks and protect critical transportation 
modes (Calderwood and DeHaan, 2002). Collaboration 
among governments, industry stakeholders, and asso-
ciations like IATA and EASA is crucial for establishing 
global information security standards and sharing rele-
vant information to proactively address emerging threats 
(Skaves, 2015). To sum it up, addressing the challenges 

and mitigating cybersecurity risks in the complex and 
expansive aviation sector requires extensive collabora-
tion among government agencies, industry partners, and 
associations. Adequate allocation of resources, budget-
ary considerations, skill development, and safeguarding 
of critical systems are essential elements in protecting the 
aviation industry from cyber threats. 

6 Conclusion 
In conclusion, this article has explored the critical issue of 
cybersecurity in the aviation industry. Through the exam-
ination of various aspects, including the introduction, 
background, importance, applications, and challenges, a 
comprehensive understanding of the subject matter has 
been presented. The significance of cybersecurity in avia-
tion cannot be overstated. The examples of cyber-attacks 
against the aviation sector demonstrate the potential con-
sequences of overlooking or underestimating the impor-
tance of robust security measures. These incidents serve 
as stark reminders of the vulnerabilities within the indus-
try and the pressing need for effective cybersecurity pro-
tocols. The applications of cybersecurity in aviation are 
diverse and far-reaching. From air traffic management 
(ATM) Security to the utilization of blockchain technol-
ogy, the various sectors within the aviation industry must 
proactively implement robust security measures. By safe-
guarding critical systems, protecting passenger data, and 
ensuring the integrity of airport infrastructure, cyberse-
curity plays a pivotal role in maintaining the safety and 
reliability of aviation operations.

However, despite the advancements and growing recog-
nition of the importance of cybersecurity in aviation, sig-
nificant challenges persist. The evolving nature of cyber 
threats, the interconnectivity of systems, and the con-
stant need to balance security with operational efficiency 
pose ongoing challenges to stakeholders in the industry. 
Addressing these challenges requires continuous collab-
oration, information sharing, and investment in research 
and development to stay ahead of emerging threats.

Finally, the field of cybersecurity in aviation is a com-
plex and multifaceted domain that demands the utmost 
attention from all stakeholders. By recognizing the poten-
tial risks, implementing robust security measures, and 
staying abreast of emerging technologies and practices, 
the aviation industry can mitigate cyber threats and ensure 
a safer future for air travel.
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